Cey Priorities for
ndustrial and lloT
Cybersecurity

Global Risk
Consultants’

White paper

Abstract

Modern businesses, in industries ranging from commercial aerospace and defense to manufacturing and energy, must all
reckon with a wide variety of cybersecurity threats. Some of the most threatening are related to infrastructure of hardware
and software that comprise organizations’ Industrial 4.0 frameworks — often referred to as the industrial internet of things
(IloT). Strengthening your overall cybersecurity not only requires the implementation of advanced security solutions, but
must also involve increased awareness of online threats among staff as well as the adoption of effective cybersecurity
standards and practices. Data loss or theft resulting from ransomware assaults can affect organizations in areas ranging
from compliance, reputation and legal liability, to the financial bottom line. Our white paper explores best practices and
options for comprehensive lloT cyber security.
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1. Introduction

Modern businesses, in fields ranging
from commercial aerospace and
defense to manufacturing and energy,
must all reckon with a wide variety

of cybersecurity threats. Some of the
most alarming are those marshaled
against the combined infrastructure

of hardware and software that
comprise organizations’ Industrial 4.0
frameworks — often referred to as

the industrial internet of things (lloT).
Although research by McKinsey &
Company projects that cybersecurity
spending will most likely remain static
or decrease among many businesses
(particularly those whose bottom lines
were significantly hurt by the COVID-19
pandemic),' it's important not to let
these threat vectors fall off of the radar.

The value of Industry 4.0/1l0T system
configurations is too great for facilities
to ignore, but the resulting risks must
be examined and reckoned with. It

is not just a threat to IT operations,

but they pose a significant threat to
manufacturing as well. Even the
briefest interruption of processes that
comes with such hazards can seriously

jeopardize operations. Furthermore,
with dangerous malware and exploits
hitting the internet on what seems like
a daily basis, the interruptions such
threats can cause are rarely brief.

Bolstering overall cybersecurity not
only requires the implementation of
advanced security solutions (endpoint
detection and response platforms,
anti-malware tools and more), but must
also involve increased awareness of
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online threats among staff as well as
the adoption of effective cybersecurity
standards and practices. Data loss

or theft resulting from ransomware
assaults can affect organizations

in areas ranging from compliance,
reputation and legal liability, to the
financial bottom line.



2. The Specter of Ransomware

According to a joint study conducted by Kaspersky Labs
and ARC Advisory Group in July 2019, most businesses
within the various sectors of manufacturing, heavy
industry, energy and utilities cited ransomware as the
greatest danger they faced.?

These attacks, in which malicious persons infiltrate
organizations’ networks through a variety of means (most
often via phishing scams and other methods of social
engineering) allow interlopers to seize control of systems
and shut them down or steal and encrypt information.
Unless ransom demands (which are about $84,000 on
average in the U.S., per Emsisoft) are met, attackers will
not hesitate to permanently encrypt data, destroy files,
keep information technology and operational technology
offline or wreak havoc in other ways. (Approximately
one-third of ransomware targets ultimately pay up, as a
separate Kaspersky report found,® and FBI analysis found
that such victims surrendered more than $140 million to
hackers between October 2013 and November 2019.%)

These attacks are particularly devastating to
manufacturers and aerospace firms. In one example
observed by members of the TUV SUD team, a client in the
latter field that bore the brunt of a ransomware assault
ultimately had to discard its entire IT network and rebuild
it from scratch.’ This forced the wholesale shutdown of
production for several weeks, jeopardizing not only the
company’s bottom line but also its customer relationships,
partnerships and even regulatory compliance due to the
sheer amount of data lost.

Did you know?

Approximately one-third of ransomware targets pay
up... such victims surrendered more than

$140 million USD

to hackers between October 2013 and November

-

2019.

3. The Diverse Landscape of Cyberthreats

Beyond ransomware, cyberattacks of any kind that compromise major tenets of lloT infrastructure and hosts can be just as
devastating, due to their close links to industrial organizations’ operational technology (OT). The connections here mean that
breaking into the IloT through just a few key devices may lead to catastrophic results, such as the shutdown of industrial
control systems or even municipal utilities like electrical grids. Disturbingly, while about 80% of companies recognized the
gravity of OT cyberthreats, only 31% currently had an incident response and resiliency program in place to address such
dangers, with 37% saying they were planning to eventually implement one.®
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Internal breaches are another prominent concern- not just rogue employees destroying files but also the risk of employees
making unintentional yet massive mistakes that lead to data exposure and misuse. The latter, not infrequently, stems from a
lack of standardized security procedures that should be cemented in formal cybersecurity policies, and often aren't.

But when push comes to shove, the simple truth is that manufacturers and industrial firms must be prepared for any and all
cybersecurity eventualities such as:

Ransomware Malware and virus intrusion Advanced, persistent threats

System sabotage (internal

Insecure supply chains and external, physical or
otherwise)

These rank highest on the list, and IloT arguably represents the biggest specific point of vulnerability. However, more
obscure cyberthreats like botnets, SQL injections targeting database operations and unprecedented zero-day attacks
should also be included in any industrial cybersecurity strategy.

4. Overcoming Key Obstacles

Organizations seeking to put new or improved cybersecurity measures in place (and properly maintain them going forward)
will have to consider three essential factors above all others — people, processes and technology. A deficiency in one will
often lead to issues with one or both of the others.

People: Instituting cybersecurity training (and re-training) will be
essential, as it can lead to initially troubling but ultimately helpful
insights regarding awareness across the workforce. For example,
an audit team once offered members of an organization branded
flash drives as an apparent promotional reward — drives carrying
a malware strain. While ultimately harmless to devices exposed

to the memory sticks because this took place under controlled
conditions, it illustrated how easy it can be for anyone to lose sight
of cybersecurity concerns.

The end goal of exercises like this or other demonstrations

IT leaders can conduct on their own is to keep staff sharp.
Implementing a clear cybersecurity policy and ensuring it is adhered
to will do even more.
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Processes: The tenets of an organization’s cybersecurity mandates
should be informed by tried and true practices that have been
codified within world-renowned industry standards. ISO’s 27000
series can be especially useful here- specifically standards like
27001 (Information Security Management Systems), 27017 (Infosec
Controls for Use with Cloud Services) and 27018 (Protection of
Personally Identifiable Information), to name just a few. Within
industrial sectors, it will also be important to follow the ISA/IEC
62443 standard for establishing effective cybersecurity measures
within industrial control systems.?

Technology: Implementing or updating tools such as firewalls,
anti-virus software and anti-malware tools, or replacing existing
solutions with newer iterations (if relying on legacy platforms), will
be essential for the maintenance of any cybersecurity strategy.
Regularly conducting vulnerability assessments and penetration
tests serves a similar purpose. In addition, setting up physical and
cloud data backups will be key to making it through worst-case
scenarios.

Connections between IT and OT, which existin any lloT framework,
are essential for more efficient operations. Whatever risk they may
entail in a vacuum is worth it for the advantages such integration
brings- as long as the industrial cybersecurity strategy that
safeqguard them is based on a similarly integrated approach that
simultaneously addresses IT and OT.?

Comprehensive risk assessment efforts, as well as business continuity and resiliency planning, will also play important
roles in any campaign to establish a robust industrial cybersecurity framework. The former's value stems from its proactive
nature: Organizations can examine trends within their industry as well as historical incidents (if any have occurred),
determine the most likely risks to their IT and OT and allocate resources according to hierarchy of needs. The latter,
meanwhile, ensures that a company's hope for recovery in the wake of a ransomware or malware attack extends beyond
backed-up data.
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5. Cementing industrial cybersecurity standards
with TUV SUD

The biggest mistake organizations make when
implementing an Industry 4.0 digital transformation
initiative is going it alone. Doing so wastes time and
money in all operational areas, including lloT security.

TUV SUD represents an ideal partner for the

creation of such a reliable industrial cybersecurity
protocol and establishing a holistic approach to
identifying and quantifying risk and then creating a
framework to mitigate it. We offer certifications in the
aforementioned 1S0 and IEC security standards, as
well as dozens of other sets of pertinent stipulations,
ranging from the EU’s General Data Privacy Regulation
to various guidelines from the National Institute of
Standards and Technology in the U.S. TUV SUD GRC
offers risk analysis to help pinpoint the related risk

to your organization including business interruption
(IBl), supplier interruption, and contingent business
interruption (CBI).

Our teams also conduct assessment services per
the standards of the SMART Industry Readiness
Index, provide cybersecurity training exercises

and resiliency consultations, conduct vulnerability
scans and penetration tests and can also undertake
cybersecurity audits of organizations within your
supply chain.

Altogether, TUV SUD and TUV SUD GRC are trusted
partners for industrial cybersecurity, aiding you with
assessment and auditing and remediating flaws as
necessary.
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