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The right technology can help sustain 
ERM initiatives by automating much of the 
data-gathering and reporting aspects that are 
critical for ongoing decision-making. None-
theless, technology-based solutions can only 
be as effective as an organization’s internal 
culture and established ERM processes.

The following are some key consider-
ations to help organizations at various stages 
of their ERM initiatives to get the best results 
from risk management technology:

RISK MANAGEMENT FRAMEWORK
Organizations typically have different 
expectations for ERM initiatives based 
on factors like their level of risk maturity, 
industry sector, internal and external 
resources, business model, and organiza-
tional complexity. For instance, those in the 
early stages of ERM implementation may 
be looking initially to capture and analyze 
data on their most significant exposures to 
establish baselines, set priorities for treat-

ing risks, and monitor progress.
Meanwhile, organizations with more 

advanced risk maturity may want to leverage 
ERM to support strategic decision-making 
and meet specific internal and external 
reporting requirements.

Less-mature risk functions may simply 
need the basic capabilities of risk systems or 
may be able to accomplish many data gath-
ering, reporting and analytical tasks manu-
ally. However, advanced programs typically 
call for more sophisticated applications for 
data capture/sharing, workflow manage-
ment, analytics and multi-level reporting.

Although most current risk information 
technology systems perform well in facili-
tating risk assessments and allowing users 
to input and retrieve data to address specific 

Using Technology to Drive 
Sustainable ERM Initiatives by Joshua Newsum

Many promising enterprise risk management (ERM) programs 

are launched as a disciplined process for an organization to 

understand and address critical exposures. However, they often 

become difficult to maintain beyond the initial phases as key team mem-

bers need to focus attention on their primary job responsibilities.
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and a series of quick wins.
Whether the ERM process is rolled out 

incrementally or full-scale, risk manag-
ers will have to collaborate with individ-
ual business units, functions and opera-
tions to identify individual contacts and 
delineate their responsibilities for gath-
ering or reporting information from their 
respective areas.

Consider what efficiencies might be 
achieved by leveraging information already 
being captured and used for discrete 
purposes by individual units, as well as what 
workflows might be streamlined through 
automation. In some cases, there may be a 
need to import data from spreadsheets or 
discrete systems used by individual busi-
ness operations into the enterprise system. 
Ultimately, any manual information gather-
ing, reporting and analytical activities might 
be automated to streamline workflows and 
free up individuals throughout the organi-
zation to focus more on their primary roles.

The roll-out activities should include a 
focus on preparing individuals through-
out the organization for change. Often 
overlooked and underestimated is helping 
people understand their roles in risk assess-
ment and risk management and their value 
to their department or business unit and to 
the entire organization. The deployment of 
centralized risk technology can help facil-
itate this by enabling individual business 
units to compare their risk analytics, prog-
ress and results to peer operations as well 
as to the overall organization.

In this context, the transparency of your 
data is key, along with the ability to slice and 
dice assessment results to provide ready 
access to critical data across various busi-
ness units. This should also be able to accom-
modate dynamic reporting requirements that 
may change over time. Effective ERM and 
GRC programs typically require the ability 
to examine data from multiple angles, choose 
discrete data to analyze and report, and deter-
mine the frequency, recipients and format of 
reporting. Thus, from the outset, it is impor-
tant to identify vendors and systems that 

approaches for implementing risk manage-
ment technology. Some select a risk tech-
nology system and vendor and build their 
ERM process around those capabilities, 
while others choose their technology after 
they have established a process.

In the former case, when selecting tech-
nology is the starting point, if risk manage-
ment wants to make adjustments in its data 
capture, workflows, analytics and reporting 
processes at some point in the future, it can 
find itself boxed in by its technology and 
it may be difficult and costly to make the 
necessary changes. These situations typi-
cally surface later in the ERM lifecycle and 
often result in inefficiencies and significant 
costs to make adjustments to the system to 
accommodate the changes.

So, in selecting a technology vendor, it 
is often prudent to start with your process 
and try to project how it might evolve over 
time. Then, you can ask: “Is this a technol-
ogy solution that works for us today, and will 
it also work for us three to five years from 
now? And how does the technology vendor 
demonstrate that?”

ERM ROLL-OUT PROCESS
Risk managers launching or revitalizing an 
ERM process may begin by assessing their 
resources and then developing a process 
that will generate desired results, both in the 
initial phase and in later stages. For exam-
ple, an incremental approach might be to 
conduct a limited initial roll-out to specific 
business units and then expand to encom-
pass other functions or operations across the 
organization on a scheduled basis over time.

On the other hand, risk management 
departments with greater resources or 
established internal networks of managers 
with risk-related responsibilities may be in 
position to launch or reintroduce their ERM 
initiative on an organization-wide basis. It is 
worth pointing out, however, that even orga-
nizations with extensive resources may face 
obstacles with a full-scale approach, which 
still must be conducted in a scheduled, 
prescribed manner with proof of concepts 

requirements, they differ in the versatility 
they offer to configure workflows based on 
the needs of individual business units or to 
facilitate reporting to accommodate both 
low- and high-maturity clients. As a result, 
organizations need to evaluate systems and 
technology vendors carefully to determine 
whether a provider’s functions and capabil-
ities are aligned with their enterprise-wide 
risk management needs.

ERM STRATEGY
Those launching new ERM initiatives often 
start with specific goals and document an 
overall vision for ERM that aligns with the 
expectations and priorities of the board 
and senior leadership. The vision describes 
what they ultimately expect to achieve and 
how they plan to get there, including mile-
stones and what it will take in terms of 
leadership commitment and internal and 
external resources.

This involves determining what will be 
needed with respect to engagement and 
participation by individuals in various 
business units, departments, and functions 
within the organization. Establishing guid-
ing principles for the ERM initiative and 
mapping out a plan will put risk managers 
in the best position to evaluate how technol-
ogy can help drive success in both the initial 
phase and subsequent expansion.

For instance, as an ERM initiative devel-
ops over time, it will expand to encompass 
more business functions and units, diverse 
risks and an increasing number of partici-
pants throughout the organization. In turn,  
technology will have to be scalable to accom-
modate increasing volumes of data and offer 
the versatility to accomplish more complex 
analytical and reporting requirements.

In evaluating technology systems and 
vendors, consider not only how you see your 
ERM program today, but also how you see it 
evolving in the future. If you change some 
elements of your risk management method-
ology, can your technology solution readily 
support that transition?

Organizations typically use two different 
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ent governance groups to evaluate risk and 
report related data in different ways based 
on their needs, then the technology is not 
supporting them and it will not be used.

CONTINUOUS IMPROVEMENT
A sustainable ERM initiative will have 
continuous improvement built into its vision 
and DNA. Over time, effective ERM initia-
tives facilitate steady improvements in over-
all risk management practices and results. 
There also should be anticipated process 
improvements in the ERM initiative that 
come from finding better and faster ways 
to gather the right data, perform analytics 
and prepare and disseminate reports with 
findings tailored to specific audiences at all 
levels in the organization. Of course, those 
transitioning from spreadsheets and shared 
drives to various software tools will invari-
ably see dramatic improvements in work-
flow and efficiency.

With ready access to vast amounts of data 
and analytics facilitated by their deployment 
of technology, risk managers will be better 
positioned to make critical decisions to scale 
or expand their ERM program to correspond 
with any adjustments to their organiza-
tion’s risk appetite. At the same time, they 
can gauge how well their ERM program is 
aligned with their organization’s strategic 
objectives and make any necessary adjust-
ments to keep these in sync.

Over time, risk leaders will need the 
versatility to adapt their ERM initiatives 
to the dynamic requirements of their orga-
nizations as well as to evolving frame-
works, such as ISO and COSO. By having 
a sound vision for ERM backed by leader-
ship, embraced by engaged participants 
throughout the organization and supported 
with technology-based systems that help 
drive results, risk managers will be able 
to deliver the value organizations need to 
navigate critical exposures and achieve 
their strategic objectives. 

Joshua Newsum is senior ERM practice lead at 
Origami Risk LLC.

ing risk assessment data with the organiza-
tion’s risk appetite. This allows leadership 
to compare their current risk profile against 
their objectives and determine whether 
they are over- or under-investing in their 
risk controls and mitigation plans relative 
to their risk appetite. They then can pivot 
quickly (or on period-over-period basis) to 
adjust their investment in controls or reeval-
uate mitigation options.

RISK LANGUAGE
Various disciplines and functions within 
any organization often have different ways 
of defining and describing risk. Effective 
and sustainable ERM initiatives call for 
developing and implementing common 
language, terminology and measurements 
that will be readily understood by partici-
pants across all functions and disciplines 
throughout the organization.

This work should include implement-
ing a standard risk taxonomy and scoring 
methodology so that data can be captured, 
analyzed, shared and acted upon as appro-
priate by participants in all areas of the 
organization. Getting this right—and 
having the technology in place to enable 
users in various functions to input and 
access the information and analytics they 
need on a timely basis—will enable the 
ERM program to interact seamlessly with 
other risk assurance functions and help 
drive value throughout the organization.

In practice, different governance func-
tions within an organization view risk 
differently for different purposes. Thus, 
technology needs to be able to standard-
ize the view for each of the governance 
purposes, but also must be flexible enough 
to allow for different methodologies across 
those governance functions.

For instance, an ERM group, internal audit 
and compliance group might each rely on 
the risk register built to conduct risk assess-
ments for their own centralized purposes. 
But they may view and rate those risks differ-
ently based on their individual requirements. 
If the technology does not allow for differ-

enable you to access data in multiple ways for 
use by management at various levels within 
the organizations. Otherwise, any efficien-
cies achieved in the data collection process 
may be lost to reporting issues.

RISK PROFILE
Leadership must define an aggregated level 
of risk or volatility acceptable across the 
organization. This is a cornerstone of an 
effective and sustainable ERM initiative 
because it establishes a critical benchmark 
for assessing how effectively the organiza-
tion’s current risk management program is 
helping to meet that objective and to deter-
mine where specific improvements in risk 
assessment and remediation activities may 
be needed.

This is typically a dynamic process. Orga-
nizational risk appetites may evolve over 
time, depending on performance; changes 
in corporate structure, such as through a 
merger, acquisition, divestiture or reorga-
nization; operating environment; economic 
and regulatory conditions, among other vari-
ables. Accordingly, risk management needs 
to maintain an ongoing dialogue with senior 
leadership and board members to recalibrate 
the organization’s risk appetite and tolerance 
over time, as well as to make corresponding 
adjustments to its ERM initiative.

At the same time, risk management activ-
ities of individual business units or opera-
tions need to be brought into alignment with 
organizational priorities, even as they may 
have relatively higher or lower risk tolerance 
levels, depending on their business activity, 
exposures, and potential impact on the orga-
nization’s overall risk profile.

Risk managers at dynamic organizations 
whose priorities might need to be adjusted 
will need to make sure that any risk tech-
nology they choose to support their ERM 
initiatives give them the flexibility to make 
periodic or more frequent adjustments to 
address evolving needs and priorities.

In effect, the technology must be able to 
support dynamic assessments of an orga-
nization’s risk profile, including reconcil-



6  2023 ERM Digital Issue

R isk professionals increasingly rely 
on technology to manage business 
risk, yet many also feel they are unde-

rutilizing their current risk management 
information system (RMIS). In fact, more 
than half of the over 1,000 risk executives 
surveyed in Redhand Advisors’ 2023 RMIS 
Report characterize their use of analytics as 
“only moderately effective or worse.” Nearly 
as many still do not utilize their RMIS to full 
capacity due to cost, lack of resources and 
lack of training or knowledge of the system. 

To close the gap, risk managers need to 
focus on improving their data quality and 
governance; engage skilled data analysts; 
and explore adopting big data analytics, arti-
ficial intelligence and machine learning.

Below are six strategies for achieving 
better results when applying advanced 
analytics to your risk management process, 
whether you are just starting to use risk 
technology or have been implementing a 
system for several years: 

1. Define goals and objectives for your 
data analytics project. Understanding your 
goals and objectives will allow you to align 
your efforts with outcomes that deliver 
value. Work backward and start the process 
by considering how applying advanced 
analytics will help achieve your goals. You 
might even outline the use cases and then 
apply the specific tools or functionality that 
generate the best outcomes for your needs. 
For example, if your team finds dashboards 
especially helpful, some tools will offer more 
robust visualization than others. 

2. Review what is in your current tech-
nology toolbox. Do the systems you have in 
place support your goals, or do you need to 

look for additional third-party tools to meet 
them? It is not a simple process to activate 
the various tools your vendor might offer and 
have them automatically meet your specific 
needs—software is only as effective as the 
planning behind it. 

3. Make sure the data is accurate and 
clean. The quality of data is an industry-
wide challenge. On the surface, your data 
might appear up to date and accurate. 
However, upon closer scrutiny, you might 
find your code tables are not suitable to 
your risks, or your injury and accident cause 
codes are outdated or too generic for your 
level of activity. For example, if you use the 
standard lists from your insurance carrier or 
third-party administrator, 90% of your claims 
may be coded as single claim types because 

there is no list specific to your industry. To 
capture the right data, it is critical to have 
codes specific to your industry or even your 
individual organization. Similarly, if you are 
analyzing your locations relative to local 
flood zones and potential for hurricanes 
but lack the specific geocodes correspond-
ing to those locations, your property data 
will not be accurate and your output will 
not be useful. 

4. Mine valuable data in the commen-
tary of a claim instead of the codes. If 
a worker injures multiple parts of their 
body and the only options in your RMIS 
are “shoulder injury” or “multiple injuries,” 
that will not give your claims team what 
they need. Instead, you might “mine” the 
important commentary under each claim. 

6 Steps to Maximize  
the Value of RMIS Tools by Patrick O’Neill

FOREFRONT
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For instance, shoulder and back injuries are 
the most costly for organizations, so the 
proper treatment and response can have 
a positive impact on your claims trends. 
Another benefit to analyzing narrative data 
is that details that are not coded may be 
central to a claim’s resolution. For example, 
co-morbidities of the worker are typically 
not captured as part of the claim, but may 
be found in the narrative or commentary. 

5. Integrate data analytics into your 
business processes. Even when they get 
past the hurdle of obtaining quality RMIS 
data, many risk management teams still use 
this information in silos instead of leverag-
ing it to make decisions across the business 
and its operations. For instance, do you flag 
claims early on that have a potential for 

high cost or severity? If your RMIS could 
instantly get such a claim to the adjuster, 
then a team member could quickly reach 
out to the injured employee. 

Similarly, if your RMIS could automati-
cally flag potentially fraudulent claims and 
deliver them to the right adjuster, your team 
could act quickly rather than waiting for 
a report that might get circulated a week 
later. It is possible to embed RMIS analyt-
ics and outcomes into your workflows and 
processes, and to make that data actionable 
within a compressed timeframe.

6. Take steps to adopt big data analytics, 
artificial intelligence and machine learn-
ing into your RMIS. Technology-based risk 
tools and functionality have come a long 
way from where they were even just two 

years ago. The ability to embed AI, such 
as ChatGPT, into data analytics processes 
only became available within the past eight 
months, for example. Integrating advanced 
analytics into your risk processes requires 
a certain level of expertise, so it is criti-
cal to have teammates who can support 
such activity. The move to a software-as-
a-service (SaaS) model in recent years has 
enabled enterprises to push their IT depart-
ment out of the software implementation 
process as RMIS vendors are typically 
responsible for everything in the cloud. 
However, many companies are now bring-
ing IT back to the table to support SaaS 
applications across business operations. If 
your risk management team has not been 
able to make this happen, you may find a 
valuable partner in your IT department.  

As RMIS capabilities continue to evolve, 
risk professionals have been actively 
involved in testing, evaluating and refin-
ing their enterprise’s analytics processes. 
This requires engaging with departments 
and operations across your organization to 
break down silos and maximize the tech-
nology solutions you have in place. You 
also need to collaborate with your vendors 
to keep abreast of new tools and resources 
they may be adding to their platforms. 
By integrating your technology applica-
tions into your continuous improvement 
process, you will be able to achieve a strong 
and sustainable return on investment from 
your RMIS tools. 

Patrick O’Neill is founder and president of 
Redhand Advisors.
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Applying ERM Processes 
to ESG Risks by Karl Viertel

FOREFRONT

E SG risks are now playing a much 
larger role in the overall risk expo-
sure of organizations. For instance, 

some jurisdictions have developed corpo-
rate regulations targeting climate sustain-
ability, while some financial regula-
tors have adopted specific requirements 
regarding ESG disclosure rules. Consum-
ers are also making buying decisions based 
on a company’s ESG standings.

Incorporating these factors into your 
enterprise risk management (ERM) program 
can strengthen your organization’s under-
standing of its full portfolio of risks and 
enhance overall business performance. The 
good news is that ERM and ESG risks have a 
significant intersection. If you already have 
solid ERM processes in place, you can lever-
age these to address ESG risks while also 
applying new metrics for evaluating these 
risks and any related data.

To increase the chances of success when 
setting up an ESG governance capability, 
key elements to consider include:

 ■ Establish clear ownership: Determine 
who is responsible for ESG risk assess-
ment processes. As this is a new focus 
for many organizations, the role may 
still be in the process of being defined. 
This responsibility is likely to fall 
under operational or non-financial risk 
teams, or even to a new dedicated role. 
Defining this role and allocation of 
resources is vital for overall success as it 
will provide decision-makers with reli-
able information to inform strategies.

 ■ Develop mitigation strategies: The 
same risk identification process can be 
applied to ESG risks, such as catego-
rizing assets and defining a maturity 

rating based on a performed ESG risk 
assessment. With these insights, you 
need to strategize on how the organiza-
tion can best utilize information gath-
ered from identified ESG risk analyses 
to drive decision-making. Of course, 
due to the varying nature of ESG risk, 
some mitigations may not be possi-
ble due to the magnitude of the risks 
addressed. However, it will be ben-
eficial for ESG reporting and invoke 
greater investor confidence if you have 
a thoroughly thought-out strategy and 
roadmap to address threats before they 
happen, and if you can demonstrate a 
proactive approach. 

 ■ Prioritize risk data: Evaluating ESG 
risk exposure might require gather-
ing information from multiple data 
sources. It is essential to spend the time 

identifying and narrowing down the 
relevant data sources to be included 
and prioritized in your analysis.

 ■ Determine a reporting structure: 
When deciding on your reporting 
structure, always ask: Who will con-
sume the risk information and use it 
to make decisions? Identify a report-
ing structure that will allow your com-
pany to align with regulatory reporting 
requirements, and take into account 
key decision-makers, such as oper-
ational risk teams, ESG sustainable 
finance teams, shareholders and reg-
ulators. As accountability increases 
among the board and senior leader-
ship, they must also assume respon-
sibility here. The emphasis they place 
on ESG risk management topics will 
greatly contribute to overall success 
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of the framework. With many jurisdic-
tions beginning to implement require-
ments for ESG-related disclosures, it is 
imperative to speak in the language of 
socially conscious investors and lend-
ers on ESG factors.

 ■ Integrate with existing methodology:  
Do not try to reinvent the wheel. If 
you have sound and comprehensive  
ERM processes in place, leverage  
the same mechanisms to identify, 
assess and address ESG risks as well. 
This reduces friction in business lines 
and among people consuming the 
reports, including auditors.

 ■ Develop a comprehensive view  
of ESG: ESG is a broad concept so 
extend your scope beyond the environ-
mental factors of climate change and 
resource protection. Taking too nar-
row a view will lead to rework, audit 
findings and lost effort. Diverse social 

risks, such as protests or unethical 
treatment of employees, are a direct 
risk to a company’s success and repu-
tation. Governmental risks, like inef-
ficient internal controls systems or 
compliance failures, can all have a sig-
nificant impact on ESG reporting. In 
the case of ESG financing, this may 
also lead to misinformed investment 
decisions. Additionally, keep in mind 
that ESG materiality is dynamic and it 
is critical to consider risks even if they 
seem “dormant.”

 ■ Account for risks and opportunities:  
Make sure to account for both the 
opportunities and risks within a  
certain “megatrend,” such as cli-
mate change, politics, digital privacy 
and resource scarcity. For example, 
if your organization produces bat-
tery technology that utilizes sub-
stances such as lithium or cobalt, 

then resource scarcity might be a pri-
mary risk. However, the increased 
demand for electric vehicles might be 
an opportunity.

 ■ Keep it simple: While ESG risk  
management might be new to the  
organization, the same core principles 
of ERM can help  identify, mitigate and 
manage these risks. Understanding 
core risks and gaining an overall per-
spective on ESG exposure should 
be your first priority. Then, it can be 
improved by shifting focus to more 
complex methodology and data struc-
tures. With pressure mounting and 
stakeholders demanding transparency 
around an organization’s approach to 
ESG topics, it is important to get a head 
start. Start simple and then refine. 

Karl Viertel is managing director of the GRC unit 
at legal and risk software firm Mitratech.
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Q&A

Creating a Culture of Risk 
Management in the IRS

Interview by Russ Banham

IN NOVEMBER 2021, RIMS presented the Internal Revenue  

Service with the society’s 2021 ERM Global Award of Distinction.  

The IRS was honored for its progress in anticipating emerging  

risks, the steps it took to create a more risk-aware culture,  

and ultimately developing an ERM structure to enhance risk  

sharing and strategic decision-making.

The honor was well deserved, as so much needed to be  

accomplished and implemented against the backdrop of an  

extended government shutdown, sweeping tax reforms and  

significant operational disruptions within the IRS itself caused  

by the COVID-19 pandemic. The government agency’s ERM  

program assisted its resilience amidst mounting uncertainties  

and vulnerabilities. To learn more about the ERM program,  

we met with MELISSA REYNARD, director of ERM at the IRS, who  

was on site to receive the award at the RIMS ERM Conference 2021. 

Reynard has served in the position since January 2020, and  

previously was a senior risk advisor in 2014.

RIMS: First of all, congratulations on earn-
ing the ERM Global Award of Distinction, a 
well-deserved honor, given how few orga-
nizations were prepared for the extraordi-
nary economic duress caused by the COVID 
pandemic.
Reynard: Thank you. Like many ERM 
programs, ours is a work in progress. Inter-
estingly, we established the program in 2013 
in response to another crisis—a change in 
our leadership. The acting IRS commis-
sioner made the decision to create the ERM 
program and brought in our first Chief Risk 
Officer. We have a relatively small core office, 
which comprises the CRO, an ERM director 
and four senior risk advisors. But we have 
a significant network of risk liaisons repre-
senting each of the two-dozen or so IRS 
business units, such as the wage and invest-
ment division, criminal investigation, and 
information technology office. At the outset 
(of the program), we worked with them to 
operationalize risk management across the 
IRS. Since then, the program has evolved.

RIMS: Tell us how the program has evolved, 
into your current ERM culture and processes. 
Reynard: One of the key components of the 
initial construct of the program was the deci-
sion to develop a half-dozen risk manage-
ment standards, so each business unit had 
to put specific processes in place to identify, 
assess, respond, report, monitor/elevate and 
communicate risks. Once the standards were 
in place, over time, each business unit was 
entrusted to develop their own processes to 
address the standards, enabling them to do 
what worked best for them and their culture. 

RIMS:  That sounds like several cultures as 
opposed to one. Is that advisable?
Reynard: Great question. Let me provide 
some historical context. I’ve been with the 
IRS for about 38 years (after starting as a 
Customer Service Representative in 1984). 
The culture then was, if you identified a 
problem or a risk, you focused on fixing it or 
solving it. You weren’t necessarily going to 
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bother your boss with it; you just got it done. 
Now, while each business unit still has its 
own unique culture, they follow the ERM 
standards we put in place and use their own 
established processes to actively identify 
and raise risks, as needed. We encourage 
them to build upon what already exists and 
self-assess against the standards to iden-
tify areas for improvement. What brings 
it all together is transparency. You still fix 
the problem in your unit, but the associ-
ated risks have a greater level of awareness, 
resulting in cross-cultural, cross-business 
unit discussions. Each business unit’s risk 
liaison meets with their peers monthly in 
group sessions, talking about what they’re 
doing in their respective units. 

RIMS:  So, the culture is one of sharing risks 
and risk management best practices.
Reynard: Yes, and that is a departure from 
the past. In the pre-ERM program days, you 
knew the risks in your business unit, but 
you generally kept them to yourself and 
worked to resolve them. Nevertheless, 
people still have difficulty with change. You 
can’t simply direct them to raise risks and 
share information. The risk liaisons, and 
the leadership teams, need to feel comfort-
able talking about risks and what they are 
doing to address them.  

RIMS: That’s not easy, I would imagine, 
particularly in a highly bureaucratic govern-
ment agency where people are often very 
concerned with processes and proce-
dures. How have you overcome these 
impediments? 
Reynard: One thing we did early in the 
program is introduce the Risk Acceptance 
Form and Tool, or “RAFT.” When a busi-
ness unit is deciding to accept a certain 
risk associated with a significant decision, 
the tool puts forth the necessary due dili-
gence in a consistent framework for them 
to fill out before making the final decision. 
The RAFT will ask, for example, if you’ve 
considered other alternatives, what risks 

are associated with those alternatives and 
if the risk decision will have a potential 
impact on other business units. In effect, it 
compels the leadership to collaborate with 
other business units, if needed, and docu-
ment the rationale for accepting the risk. 

RIMS: You mentioned that the acceptance 
of a risk in one unit may have an impact on 
another unit. Can you elaborate on that?
Reynard: If you’re in the communications 
division and tasked with contacting taxpay-
ers via letters about newly-enacted legisla-
tion, the risk is that the letter will generate 
phone calls that come into the wage and 
organization. This group may need addi-
tional staffing, particularly if the letter goes 
out during the tax season, when everyone is 
filing their tax forms and the staff is over-
whelmed. By having everyone apprised and 
discussing the situation, others can weigh in 
and add their insights, perhaps thinking up 
a new strategy. We’ve completed more than 
300 RAFTS since the inception of the form. 
It’s been a great tool and fits our culture here; 
employees and leadership are very comfort-
able with forms.  

RIMS:  You mentioned “overwhelmed staff” 
and the IRS has experienced huge staff 
cuts over the past decade or so. Has that 
affected the goals and effectiveness of the 
ERM program?
Reynard: You’re right that we’ve had some 
budget cuts, [resulting in] a reduction in 
overall staff, with the preponderance of 
those job losses occurring in the customer 
service, audit, and collection parts of the IRS. 
We’re constantly prioritizing and re-priori-
tizing the workloads In fact, the number one 
risk for 2022 in our Enterprise Risk Profile 

is the adverse impact of reduced enforce-
ment on voluntary compliance (the depen-
dence on taxpayers to voluntarily assess the 
correct amount of tax and file their returns 
in a timely manner). We’re concerned about 
the tax gap—the difference between what 
people should be paying and are paying. 

RIMS: Are you referring to average income 
taxpayers or wealthy taxpayers?
Reynard: Primarily complex high dollar 
audits. There’s no single fix, but by using 
data and analytics technologies we can prior-
itize the workload and other resources to 
examine those cases we need to be more 
fully exploring. 

RIMS: What is the current state of technol-
ogy at the IRS? Given the budget cuts, has 
the service been able to invest in the kind of 
digital transformation that many large corpo-
rations have pursued?
Reynard: We have a long way to go. With 
the budget cuts, we still have a number 
of antiquated technology systems; one of 
the technology tools we use to process 
tax returns dates from the 1960s. That’s 
a big problem at a time when we receive a 
significant number of Freedom of Informa-
tion Act requests and litigation discovery 
requests, via our work with the Department 
of Justice. It’s a substantial challenge for us 
to respond to these requests, according to 
the legally implemented deadlines. There 
are software and other technology tools 
that can make that work more efficient.

RIMS: Are you investing in these tools?
Reynard: The risk liaisons for these busi-
ness units raised the need (for the invest-
ments) through the Risk Working Group, 
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concepts that had previously been diffi-
cult to gauge. It’s our largest survey and is 
distributed to all employees, with the find-
ings informing continuous improvements, 
which we’ve been able to attain on an annual 
basis. In all cases, by developing an ERM 
structure that enables the business units 
to build a program their way, based on their 
culture, you foster a risk culture of open-
ness and transparency, increasing oppor-
tunities to get ahead of risks that produce 
positive outcomes and minimize negative 
operational surprises. 

Russ Banham is a veteran financial journalist who 
frequently covers risk management topics.

Awareness Week, now in its fourth year. It 
involves training employees at all levels to 
learn about risk management activities and 
advance their knowledge of the subject. All 
new IRS managers now must take manda-
tory ERM training. We’ve also put together 
an ERM welcome video for new hires. All 
of these measures are designed to increase 
risk awareness and make sure all employ-
ees know what role they play in identifying 
and raising risks. 

RIMS: How do you ensure the culture of risk-
sharing you’ve created remains resilient?
Reynard: We’ve developed a Risk Culture 
and Awareness Index to measure those 

which subsequently brought it to the atten-
tion of the Executive Risk Committee. The 
committee was able to secure some funding 
for some of these technology needs. We’re 
now bringing these tools to bear.

RIMS: That’s a great example of how an 
ERM structure can affect important stra-
tegic decisions. By toppling the silos 
precluding the identification and shar-
ing of risks and instilling a culture of open-
ness and transparency, big changes can be 
achieved—even with reduced staffing and 
capital. What else is being done to better 
prepare for emerging risks? 
Reynard: We instituted an Annual Risk 

TAKE OWNERSHIP  
OF YOUR RISK DATA
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Attend our three-part, virtual workshop series 
to improve your knowledge and enrich your risk 
management program with the best practices in data 
management, analytics and artificial intelligence. 

You will earn your certificate once you purchase and 
complete this three-part workshop series. Part one of 
this workshop series begins December 7. 

Instructor: Pat Saporito 
Founder & Principal Consultant 
Saporito & Associates, LLC
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Generating an  
Energetic ERM Program

Interview by Russ Banham

RIMS: Many ERM leaders have a tough 
time getting a seat at the table as a strate-
gic leader. How did you earn yours?
Cosentino: Over time, we demonstrated 
the value we added to our capital invest-
ments. This translated into inclusion into 
other strategic initiatives, such as offshore 
wind and acquisitions.

RIMS: Looking over the history of Eversource 
Energy, the company wasn’t branded as 
such until 2015, right around the time you 
became ERM director (Eversource was 
previously known as Northeast Utilities and 
composed of six main subsidiaries serving 
different regions, such as NSTAR Electric, 
Western Massachusetts Electric Company 
and Connecticut Light and Power Company). 
As you took charge, did the consolidation 
and rebranding make managing ERM more 
efficient?  
Cosentino: It did. In many large organi-
zations, departments sometimes oper-
ate in silos. I consider our program to be 
successful based on how we’ve structured 
things to embed risk management into the 
culture. The Eversource Risk Committee, for 
instance, comprises  executives from across 
the company and is chaired by the CFO. 
Members include the CIO, the controller 
and chief accounting officer, and the heads 
of Internal Audit, Government Affairs & 
Community Relations and Energy Strategy 
and Policy Development. The presidents of 
three of our operating companies also are on 
the committee, as well as other high-level 
executives. We meet quarterly to discuss 
the status of our top enterprise risks, doing 
deep dives in at least one of them to possi-
bly uncover a previously unidentified risk 
driver. Then, on at least an annual basis, I 
meet with our executive leadership team, 
which includes the CEO, COO, corporate 
secretary, general counsel, and other lead-
ers. Separately, I meet with our Board of 
Trustees annually. The executive team and 
Board of Trustees asks risk-related questions 
about our top enterprise risks, as well as 

EVERSOURCE ENERGY is New England’s largest energy  

delivery company, providing electric, gas and water service to 

4.3 million customers in Massachusetts, Connecticut and New 

Hampshire. The Fortune 500 company traces its roots to the middle  

of the 19th century, when watchwords like “climate change”  

and “energy sustainability” certainly had yet to enter the lexicon. 

Having divested most of its fossil fuel generation capabilities more 

than 20 years ago, Eversource is now focused on clean energy sources  

like solar and offshore wind, and was the company was the first utility 

in the United States to commit to a carbon-neutral status by 2030. 

Eversource is also committed to a strong enterprise risk manage-

ment program, launched in 2005 when the utility was about to make 

a significant investment on a energy transmission buildout. To learn 

more about the company and its ERM program, a 2021 RIMS Award 

of Distinction honoree, RIMS sat down with Eversource Energy ERM 

Director DENISE COSENTINO.
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our emerging risks. These are highly inter-
active discussions.

RIMS: What would you consider to be the 
backbone of the ERM program?
Cosentino: I’d say our annual risk identifi-
cation and assessment process. We engage 
all levels of employees across the enter-
prise to assess each risk, based on likeli-
hood and potential impact. We then work 
with our business risk liaisons to dig into 
apparent trends to identify the top enterprise 
risks. We cannot do everything ourselves, of 
course, and leverage other assurance func-
tions for assistance, like insurance, inter-
nal audit and compliance. For example, we 
recognize insurance as a form of risk trans-
fer and include insurance team members in 
our risk mitigation conversations to see if 
there are available insurance products we 
can leverage. We also leverage internal audit 
to validate our mitigation plans.

RIMS: Let’s turn to the subject of sustainabil-
ity, as it is a key pillar of Eversource Energy 
and an integral component of ESG (envi-
ronment, social and governance). As in the 
past three years, ESG factors are expected 
to be front and center at public company 
annual meetings, given their growing impor-
tance to institutional investors, sharehold-
ers, customers, and other stakeholders. Is 
ESG part of the ERM program or the culture 
at Eversource?
Cosentino: ESG is a big deal for us, given 
(the politics in) our geographic market foot-
print. The states of New Hampshire, Massa-
chusetts and Connecticut are all focused on 
clean energy. In Massachusetts, we have a 
utility-owned solar power facility that the 
state recently allowed us to expand from 
the current 70 megawatts to 200 megawatts 
statewide. 

RIMS: How is the ERM program directly 
involved in the sustainability agenda?
Cosentino: My group provides input into 
the sustainability reports the company files 

each year. We have a risk section, where we 
talk about the risks associated with climate 
change and sustainability. From an opera-
tional standpoint, we consider the uptick in 
the frequency and severity of storms occur-
ring in a particular service territory. While 
we don’t normally experience full hurricanes 
across the three states, we do get some bad 
windstorm events that cause significant 
damage and flooding events. 

RIMS: Are there any risk mitigation efforts 
put forward in these regards?
Cosentino: Yes. A great example is in Boston 
where we built a new substation on a plat-
form, recognizing the possibility that the 
water levels will likely rise in 20 years. We 
purposely designed it to be above the flood 
plain. In other words, if the flood maps tell 
us one thing, we then add to [that height] to 
account for the potential of rising sea levels. 

RIMS: Are there any other ways you have 
integrated ERM into aspects of Eversource’s 
strategy and operations?
Cosentino: You mentioned the proxy season 
coming up, and we have a section on ERM 
in the proxy statement. We also have an 
ESG committee on the board. Many public 
companies have different board commit-
tees looking at the E or the S or the G, but 
we’re one of the few that has a full standing 
committee focused on ESG. Another area we 
get involved in is our 10K annual report. My 
group studies the previous 10Ks of compar-
ative utilities to see what they’ve disclosed 
as emerging risks. We then analyze our risks 
to ensure they track the emerging trend. 
We also do a study of what we’re currently 
reporting to make sure it addresses what we 
should be reporting in the future. 

RIMS: From everything you’ve said, ERM 
appears to be woven into every fiber of the 
company. Is it farfetched to conclude that 
every employee is effectively a risk manager?
Cosentino: That’s not farfetched at all; it’s 
the reality. We encourage all employees, 

more than 9,000 in all, to understand what 
ERM is and the strategic role we perform. 
We recently developed an e-learning module, 
where employees will learn about  our ERM 
structure and processes and their role in risk 
management. 

RIMS: In your speech accepting the RIMS 
Award of Distinction, you thanked your 
fellow ERM professionals, mentioning that 
you belonged to several risk management 
benchmarking groups. How has this been 
helpful to you?
Cosentino: I can’t say enough about the 
importance of risk-sharing opportuni-
ties. I belong to a few informal and formal 
benchmarking groups, including one whose 
members include the ERM leaders at Pepsi, 
IBM and several utilities. We share what 
we’re doing, where we’re having problems 
and how we overcame them, learning from 
each other’s examples.

RIMS: Is there a particular lesson you learned 
that you could share?
Cosentino: One member of a benchmarking 
group talked about the correlations between 
top enterprise risks, insofar as how one risk 
might influence another risk. For example, 
a risk like a cyberattack—something every 
utility confronts—can adversely influence 
cus-tomer satisfaction, the laws and regula-
tions governing utilities, our financial picture 
and stock value. We now have a top risk 
correlation exercise we do to make sure we 
identify and assess these possible influenc-
ing factors. It’s just another example of how 
an ERM program is never static; it constantly 
evolves. 

Russ Banham is a veteran business journalist who 
frequently covers risk management topics.
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AS ORGANIZATIONS RELY MORE HEAVILY ON  
advances in areas like artificial intelligence, data analytics and 
machine learning, the nature and focus of many professions will 
begin to shift. Risk management is no exception. As technology 
takes on more of the basic, process-driven work that makes up 
a large part of a risk professional’s current workload, practitio-
ners may be free to concentrate on more “value-adding” work 
and explore new or underdeveloped areas of risk management 
that have—until now—been relatively untapped. In this way, 
rather than posing a threat, artificial intelligence and machine 
learning may actually enable more sophisticated risk manage-
ment, if used well.

According to Tom Bigham, risk advisory partner at Deloitte, the 
risk professional’s role has already been undeniably impacted by 
new technologies, and it will continue to be molded as emerging 
technologies mature further. In fact, there is little other choice—
evidence suggests that risk managers need to embrace artificial 
intelligence, machine learning and other technologies as a matter 
of course. In Deloitte’s recent Digital Risk Survey, 60% of senior 
executives across over 160 global organizations rated the effec-

Technology promises to alter the 
practice of risk management. Will 
these advances simply change how 
risk professionals work or create 
new, more strategic roles?

by Neil Hodge
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tiveness of current risk management tools as five (or less) out of 
10—hardly a ringing endorsement of current capabilities.

Bigham said that the risk management departments “leading the 
way” are moving towards using technology to perform more basic, 
repetitive tasks. At the same time, they are also looking to improve 
these processes—for example, by ensuring that tasks are being 
completed with a greater level of accuracy, while also challenging 
existing processes to remove duplications and unnecessary layers 
of governance. In the near future, he believes, tasks such as manual 
controls testing (used to gain assurance on an annual basis) will 
become automated, and risk managers will use live dashboards to 
monitor to ensure tests are configured correctly. 

However, over the longer-term, Bigham said, new technologies 
will help the role of the risk manager evolve into two camps: “engi-
neers” and “thinkers.” As one would expect, the “engineers” are tech 
savvy. “Understanding the technologies allows these risk managers 
to ensure they are providing the right service to the organization 
and are aligned to their risk appetite,” he said. “Integrating the risk 
managers earlier in the development process (otherwise known 
as ‘shift to the left’) will ensure controls are considered at the right 
point in time, avoiding unnecessary delays later in the process.” 

Meanwhile, “thinkers” will analyze their organization’s data by 
identifying patterns and rules, creating insights from which senior 
management can make decisions based on external events happen-
ing to their organization. “This allows risk managers to inform 
senior management of the potential impact of these events, and 
to introduce safeguards to prevent negative impact,” he said. “In 
addition, the risk manager’s expertise is required to ensure infor-
mation and data collected from newly introduced tools is mapped 
to a common framework and combined to provide an overarching 
view to senior management.”

M
any believe that new technology will not only 
change the future of risk management—it will 
also drive it. According to Arvind Govindarajan, 
partner at McKinsey & Company, a number of 

“structural trends” will impact the future of the 
risk function, including big data, analytics and digitization, and 
the growth of a number of emerging risk types, like cybersecurity. 
However, other factors will also play a defining role. For example, 
expectations from external customers and internal stakeholders 
for real-time, more granular and customized insights will affect 
the focus and work of risk managers, as will a continuous expan-
sion in the breadth and depth of regulations. This is amplified by 
increased pressure on costs and competitive intensity, often from 
non-traditional players such as technology companies.

 Govindarajan believes that the risk departments of the future will 
be “a high-intellect, highly automated nerve center.” In the future, 
advanced models and artificial intelligence will help assess emerg-
ing risks, early-warning signals and potential responses. “There will 
also be increased integration of risk management with other disci-
plines,” like business strategy, portfolio management and opera-
tions, he said. However, this movement will also create new risks 

that risk managers must address—namely, 
the risk from increased use of models and 
digitization, and ensuring that risk profes-
sionals fully understand how these models 
work and what their capabilities (and limi-
tations) are. Additionally, the increased reli-
ance on data will require more focus on 
managing data risk, including data privacy, 
access and quality. 

In the immediate term, “risk managers 
are going to have to check that the tech-
nologies they are relying on to enhance 
risk and management information actually 
work and deliver the assurance that they 
are supposed to,” said Fergus Allan, head of 
regulation and compliance at management 
consultancy TORI Global. Risk profession-
als will need to meet these new expec-
tations, which means investing now in 
upskilling, training and recruitment. 

In the long run, as technology takes 
on more of the analytical and processing 
tasks, risk professionals will be able to take 
a longer-term view of risks to the business, 
with the opportunity to focus more heavily 
on “horizon-scanning” for emerging risks 
that may impact the business in two or 
three years. “This will allow risk managers 
to think more strategically,” he said.

Allan believes that risk management 
will become more about “managing resil-
ience”—ensuring that the business can 
cope with immediate shocks, such as 
natural catastrophes, power outages and 
supply chain failures, as well as more long-
term disruptive risks, like those caused by 
new and more nimble challengers entering 
the market, new technologies, more strin-
gent regulation and changing consumer 
sentiment. 

“As technology takes on more of a risk 
manager’s current workload, risk manag-
ers will need to focus on more value-
adding activities, and that includes the 
issues underpinning business strategy 
and the organization’s resilience,” Allan 
said. “The business environment is chang-
ing much more rapidly now, and compa-
nies can only rely on brand loyalty if their 
products and services are better than their 
rivals and affordably priced—not necessar-
ily because they are the most established 
or dominant in the market. Risk managers 
need to concentrate on how the organiza-
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tion can sustain itself in an environment that is more competitive, 
more highly regulated, and where ‘shocks’ can take place more 
frequently than before. As a result, it is obvious that risk manag-
ers need to be more engaged in reviewing risks around strategy 
and organizational resilience.”

Rob Clyde, immediate past chair of ISACA and director at data 
protection software firm Titus, agreed that there is a real need for 
risk managers to be more strategic. Indeed, he believes increased 
automation of the risk function will allow risk professionals more 
time and resources to engage in other activities where they could 
make a positive impact, and provide an opportunity for the profes-
sion to develop further.

“Risk functions need to move on from simply alerting manage-
ment to risks, and they need to steer the organization toward 
getting the rewards from effective governance rather than just 
focusing on managing risks,” Clyde said. “They need to show that 
they understand the business, show how these risks will impact 
the bottom line, and show how opportunities can be leveraged 
from better risk management. Risk managers need to think about 
how they can make the strategy work even more effectively and 
drive more profitability. They need to think about how they can 
help the organization ‘win.’” 

Clyde believes that risk managers will move away from some 
traditional priorities, such as crunching data, and will instead focus 
on new and emerging risk areas where artificial intelligence and 
other new technologies have not yet made the same degree of 
impact as data analytics. These include reviewing cyberrisk, data 
protection and data privacy risks, macroeconomic risks, and even 
the impact that misinformation on social media might have on the 
company’s reputation and bottom line. 

O
ther experts, however, are less convinced that 
adoption of new technologies will change the 
underlying focus or approach of risk manage-
ment. While they accept that the growth and 
accessibility of new technologies will have a 

positive impact on risk management, they say it does not neces-
sarily follow that the profession’s priorities or usual tasks will 
change much. Instead, they believe that new technologies merely 
represent new risk tools that enable different ways of working 
on the same traditional areas, rather than revolutionizing what 
the function does. 

Increased automation largely means that risk functions can 
concentrate more effectively on what is typically their primary 
focus—operational risks. “We’re seeing from our member orga-
nizations that operational risk is increasingly becoming a concern 
for boards,” said Dr. Luke Carrivick, head of analytics and research 
at ORX, an operational risk association for banks, insurers and 
asset managers. “Whereas 10 years ago credit and market risk 
dominated institutional risk profiles, boards today are far more 
focused on their operational risk exposure—for example, their 
highly valuable digital assets and how resilient they really are to 
events such as cyberattacks.”

According to Carrivick, “Boards don’t 
want to see endless reports showing 
what has happened previously. Instead, 
they want to know how their operational 
risk profile is changing as their strategy 
advances. Good data analytics is central 
to providing this forward-looking view.” 

Michael Harris, director of financial 
crime compliance and regulation risk at 
LexisNexis Risk Solutions, is skeptical 
about technology’s role in shaping the 
future of the profession, particularly the 
idea that risk managers will somehow 
become more involved in corporate strat-
egy. While technology may take a lot of the 
basic tasks away from risk management, 
it does not mean that risk professionals 
will take a more strategic role and become 

“risk leaders.” “Executives will still be ulti-
mately responsible for strategy and risk—
not risk managers,” he said. 

The extent to which risk managers take 
on a more strategic role may depend on 
the industry vertical. “In heavily regulated 
industries such as financial services and 
pharmaceuticals, for example, there is still 
going to be a strong focus on compliance, 
despite what new technology can—and 
can’t—do,” Harris said. “As a result, boards 
in those industries will primarily want 
reassurance from risk management that 
operational risks are still being managed 
appropriately.”

As decision-making becomes more 
automated, Harris believes firms will 
face a greater need for assurance that 
the technology underpinning decision-
making is working in the best interests 
of the company and its customers, and 
that it is compliant. “It will fall to risk 
managers to check that the processes that 
determine decision-making and produce 
management information are working 
properly,” he said. “This will mean that 
risk managers will need to understand 
the technology and its associated risks, 
and that will probably require retrain-
ing and upskilling. Over the past few 
years, risk, compliance and internal audit 
departments in financial services firms 
especially have grown due to increased 
regulatory demands and scrutiny. While 
these functions will likely cut staff as 
technology adoption becomes more prev-
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alent, it is probably fair to say that their 
roles will stay largely the same.”

Mike Hampson, CEO at Bishops-
gate Financial Consulting, believes that 

“machines should do the ordinary so that 
the risk management function can do the 
extraordinary.” But the reality may be that 

“technology will simply free up risk manag-
ers to look at new areas of risk rather than 
change their role or the way the function 
works,” he said.

This may be because regulators shape 
risk management’s role more than tech-
nology or executives do. “Risk managers 
may want to play a more strategic and 
consultative role in their organizations, 
but more often than not, it is regulators 
that largely define what their areas of 
focus are going to be,” he said. “For exam-
ple, in recent years, regulators—partic-
ularly in areas like financial services—
have asked organizations to move away 
from just looking at financial risk and 
market risk to examine areas like oper-
ational resilience, systemic risk, macro-
economic risk, climate risk and data 
protection. Consequently, risk manage-
ment functions have had to follow that 
lead, providing assurance on other, new 

risk areas rather than trying to turn themselves into some kind of 
management consultancy.”

Despite the influence of new technology and compliance require-
ments, risk managers generally will need to become more commer-
cially-minded and business savvy, Hampson said. This means being 
much more conscious about cost, competition and the wider macro-
economic environment—in effect, looking at external, market-driven 
risks to the business. 

“At some level, risk managers need to think about rewards and not 
just risks,” he said. “Despite the cliché that there is no reward with-
out risk, it is still true that most risk managers look at the risks inher-
ent in business strategies, rather than look at the predicted rewards 
associated with them. This needs to change. Risk managers need 
to be more prepared to question whether the strategy is the best 
option and, if so, whether it can be tweaked or improved to deliver 
even better returns.”

There is little doubt that technology will impact the future role and 
work of risk professionals, but how this technology is ultimately imple-
mented will still depend on what the board—and regulators—deem 
to be priority areas. Even if developments like artificial intelligence 
prove merely to be tools to enable risk managers to do their current 
work more effectively, rather than empowering them to explore new 
areas to add value, expectations about what the risk function can and 
should deliver are also changing. Regardless of technology’s poten-
tial uses, risk professionals will need to be more sensitive to how the 
business operates and where the organization can take advantage of 
commercial opportunities. 

Neil Hodge is a U.K.-based journalist who often covers risk management.
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by Neil Hodge

n recent months, artificial intelligence has  generated 
widespread interest and conversation as tools like 
ChatGPT demonstrate a wide range of personal and 
professional applications. Perhaps equally  important 
to this  discussion, however, is an understanding 
of the risks posed by AI technology, including the 
 significant data security threats that are already 
having  unintended consequences for companies.
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With current AI technology, users can input more data 
than ever before and use that information to learn patterns of 
behavior; uncover and predict future trends; and create and 
emulate works, sounds and images quickly and efficiently. 
While this can have many beneficial applications for orga-
nizations, experts warn that data exposure, loss of intellec-
tual property and other data security risks will all increase 
exponentially. 

These threats have already been materializing. In March, 
Samsung found out the hard way how easily employees acting 
in good faith can inadvertently breach company confidential-
ity and compromise its intellectual property by using third-
party AI tools. In three separate incidents in the space of a 
month, employees unwittingly leaked sensitive company 
information when they tried to use ChatGPT to solve work-
related problems. One employee asked ChatGPT to opti-
mize test sequences for identifying faults in chips, which is 
a confidential process. Looking for help to write a presen-
tation, another employee entered meeting notes into Chat-
GPT, putting confidential information for internal use into 
the public domain. Employees also pasted sensitive, bug-
ridden source code from the company’s semiconductor data-
base into ChatGPT in an attempt to improve it. 

The problem with asking ChatGPT or other public AI-based 
platforms to assist with fixing such issues is that the infor-
mation that is put in becomes training data for the platform’s 
large language model (LLM). And since ChatGPT retains data 
users input to further train itself, Samsung’s trade secrets and 
intellectual property were effectively put into the hands of 
the platform’s parent company, OpenAI.

Although OpenAI later acknowledged that it was possi-
ble for an organization to retrieve such information, the key 
takeaway from this self-inflicted breach is that proprietary 
information should never be pasted into ChatGPT or any 
other LLM-based services. Further, companies should ask 
any third-party AI provider what happens to the data inputs 
and outputs from any queries or prompts its employees enter. 

DEVELOPING POLICIES FOR AI USE
Such mistakes have forced companies to reconsider who in the 
organization should have access to AI tools and for what purpose. 
Samsung’s response has been to restrict employee usage of the 
tool to such low-volume data inputs that it is unlikely another 
security blunder of a similar magnitude could occur. Several 
other large companies including Amazon, Apple and Verizon 
have banned employees from using ChatGPT, while Wall Street 
giants JPMorgan Chase, Bank of America and Citigroup have 
also curtailed its use.

But banning or restricting the use of such prevalent and easy-
to-use solutions can lead to other problems. “The issue with 
this response is that some employees are going to use LLMs in 
the workplace regardless of a company policy that bans them,” 
said Greg Hatcher, co-founder of cybersecurity consultancy 
White Knight Labs. “LLMs make employees exponentially more 
productive, and productivity is directly correlated to compen-
sation in the workplace. Companies have been battling shadow 
IT for 20 years—we do not want a ‘rinse and repeat’ situation 
with LLMs becoming shadow AI.”

The best way forward is for companies to explicitly tell 
employees what constitutes acceptable and unacceptable AI 
use in the workplace. “Although we are relatively early in AI/
LLM adoption, eventually there will be compliance and regula-
tory requirements around AI usage in sensitive environments 
where privacy is critical,” he said. “We are just not there yet.”

Moving forward, experts believe it is essential to raise 
employee risk awareness through training. According to Kevin 
Curran, professor of cybersecurity at Ulster University, senior 
management needs to prioritize security training for each level 
of employee. “All training should provide real-world examples 
and case studies that employees can relate to, showcasing the 
impact of security practices on their work,” he said. “It is impor-
tant to encourage employees’ continuous education and for 
organizations to provide regular opportunities for staff to stay 
updated on emerging security threats and countermeasures. 
There should also be far more active participation in security 
initiatives, such as reporting suspicious activities and contrib-
uting to discussions or even offering suggestions for improv-
ing security measures.”

It is also vital that companies develop and circulate an enter-
prise-wide policy on the use of AI technologies that prevents 
people from using such tools until they have been fully trained 
and made aware of the associated risks, said Dr. Clare Walsh, 
director of education at the Institute of Analytics. 

She recommended companies establish clear rules on what 
can and cannot be entered into the tool, such as no personal 
data, nothing with commercial value to the company, and no 
systems code. All staff should also be required to state when 
any material has been produced by AI. 

Another sensible precaution would be to sanction only “low-
stakes” data requests, and to “advocate the use of these technol-
ogies only where the human requesting the output has the train-
ing and knowledge to supervise and check that the machine has 
produced something accurate,” Walsh said. To that end, employ-
ees should be trained to look for simple anomalies in presenta-
tions, marketing material and other documents, such as outputs 
that do not make sense, are irrelevant or are factually inaccurate.  

Both employers and employees have a duty to question how 
they use AI and whether they are using it securely, agreed Ed 
Williams, EMEA regional vice president of pentesting at cyber-
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security firm Trustwave. They should consider key issues such 
as: whether the AI model (including its infrastructure) is secure 
by design; what vulnerabilities it might have that could lead to 
possible data exposure or harmful outputs; and what measures 
can be put in place to ensure correct authentication and autho-
rization, as well as appropriate logging and monitoring.

“Once both the business and employee have adequately 
answered these questions, it then becomes a question of risk 
acceptance or mitigation where possible, and consistent eval-
uation of employees’ skills, internal cybersecurity capabilities 
and threat detection going forward,” he said.

THE ROLE OF RISK MANAGEMENT
Risk managers have a key role to play in protecting compa-
nies from increasing cybersecurity and data risks introduced 
by AI. First, companies must conduct thorough risk assess-

ments. “Begin by evaluating the potential risks associated with 
AI technologies within the organization,” said Rom Hendler, 
CEO and co-founder of cybersecurity firm Trustifi. “Identify 
the AI systems in use, the data they process, and the potential 
threat vectors. Assess the existing security measures and iden-
tify gaps that need to be addressed.” 

Another important step is to implement robust data gover-
nance by developing comprehensive policies and procedures 
to ensure the secure collection, storage and processing of data. 
Companies should encrypt sensitive data, implement access 
controls and regularly audit data handling practices. They should 
also promote a culture of security awareness, emphasizing best 
practices for data handling, recognizing social engineering tech-
niques and reporting potential vulnerabilities. Data minimiza-
tion strategies are also critical to reduce the potential impact of 
breaches. The more data a company has, the more data that can 
be stolen, potentially resulting in bigger ransomware demands 
and fines from data regulators around the world. 

Establishing an AI data governance framework may not be 

Many companies probably already have the governance 
and control infrastructure in place to address several key 
emerging AI risks—they just may not be aware of it.
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as difficult as it sounds. Many companies probably already have 
the governance and control infrastructure in place to address 
several key emerging AI risks—they just may not be aware 
of it. “Some key AI risks look very similar to already known 
cybersecurity risks and companies can calibrate their techni-
cal and organizational measures to account for variations on 
the theme,” said Brock Dahl, partner and head of U.S. fintech at 
law firm Freshfields. 

He advised companies to build on current cybersecurity 
risk governance frameworks while continuing to ensure they 
remain flexible and adaptable. Organizations should question 
whether the use of new technology is integral to their assets 

and activities and if there are any features of this technol-
ogy that present familiar governance challenges, or intro-
duce new ones. 

“In the age of rapid innovation, the key is not simply to 
keep pace with each new development, but to take a step back 
and ensure the organization’s risk management architecture 
is geared toward absorbing constant flux,” he said. “There 
will be surprises, but the goal of the risk management enter-
prise is to create a robust mitigation capability for when those 
surprises emerge, while also limiting surprise to the great-
est degree possible.”

However, risk managers need to be aware of other risks that 
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may be more unique to AI. For example, in inversion attacks, 
hackers try to determine personal information about a data 
subject by poring through the outputs of a machine learning 
model. In data poisoning cases, malicious actors input incor-
rect information to skew results. Even if the necessary controls 
look similar to existing governance measures, these risks will 
require specialized mitigation approaches.  

It is also critical to monitor the development of AI, data 
and cybersecurity regulation. Since the use of chatbots in 
business is still relatively new, current rules can be vague. 

“We are seeing steps toward AI-specific legislation in vari-
ous jurisdictions around the world,” said Sarah Pearce, part-
ner at law firm Hunton Andrews Kurth. “By far the most 
advanced of these is the European Union’s AI Act, which 
is going through its final phases before coming into force. 
Certain aspects of the proposed legislation will undoubtedly 
require clarification in due course. The definition of AI itself, 
for example, will likely pose issues as to interpretation and, 
ultimately, in identifying which technologies are subject to 
the act’s requirements.”

Risk managers should make a dedicated effort to foster 
collaboration across the organization, engaging cybersecu-
rity experts, AI specialists, and legal and compliance teams 
so there is a shared understanding of AI-related risks and 
appropriate safeguards. According to David L. Schwed, cyber-
security professor and practitioner-in-residence at Yeshiva 
University’s Katz School of Science and Health, risk managers 
should align themselves with cybersecurity professionals who 
understand these unique attack vectors to establish strong 
controls. “Controls that were good enough last week may not 
be good enough this week,” he said. “Given the advancement 
of AI-related and broader cyberrisks, the ‘rinse-and-repeat’ 
mindset will not work in this new world.”

FOCUSING ON BETTER DATA SECURITY
Some experts believe the increased cyberrisk is not the fault 
of AI—it is because of poor risk management. According to 
Richard Bird, chief security officer at AI security firm Trace-
able, the increased exposure is due “in no small part” to the 
fact that companies have been mishandling data and IT secu-
rity for years. Trying to embrace AI technologies at an enter-
prise-wide scale has just exposed the weaknesses further.

“It is not time to integrate AI into every aspect of any enter-
prise’s workflow for one very simple—yet very obviously 
overlooked—reason: No one has taken the time to figure out 
the operational, functional and corporate changes necessary 
to consume, leverage and optimize their uses of AI,” he said. 

“Our operational workflows have been conditioned to 

direct human interaction for centuries,” Bird explained. “A 
simple ‘rip and replace’ approach to implementing AI is going 
to lead to a massive outbreak of unintentional consequences. 
Large and medium-sized enterprises are rigid, inflexible insti-
tutions when it comes to change, compounded by the prob-
lems of corporate politics, budget restrictions and shareholder 
liabilities. Simply dropping AI into the mix is going to result 
in a lot of avoidable pain and failure.”

Bird added, “When it comes to security, it is clear that most 
companies are in much worse condition to mitigate the risks 
of their corporate and customer data being stolen or leaked 
than they were just six months ago.” This is because most 
companies were already struggling to keep their data safe 
before the rise of generative AI. The ease with which employ-
ees can take advantage of the technology and the lack of 
adequate security controls around it have further increased 
the risk to companies.

AI technology is evolving quickly. Organizations and risk 
professionals need to act fast to understand AI risks and ensure 
that they not only have the appropriate controls in place, but 
that their risk governance frameworks are flexible enough to 
adapt as new threats emerge. Anything less may put valuable 
company data at risk. 

Neil Hodge is a U.K.-based journalist who frequently covers risk 
management topics.
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INDIVIDUALS PERCEIVE RISKS IN MARKEDLY 

different ways. One person may consider a risk 
to be critical, while another could consider it 
inconsequential. Often rooted in psychology, 
these differences in risk perception can create 
challenges for risk management professionals, 
especially when designing and implementing an 
effective risk management program. After all, if 
the program is focused on the wrong risks from 
the outset, the consequences to the organiza-
tion could be dire. It is therefore critical for risk 
professionals to understand the psychological 
aspects of risk perception and develop techniques 
to address the resulting challenges.

The Effect of Heuristics and Biases
Our reaction to risks can be traced to early humans who were 
either the hunter or the hunted, and responded to danger by fight-
ing or fleeing. Our ancestors’ survival depended on responding 
quickly and correctly. A part of the brain—the amygdala—helped 
humanity’s survival by bypassing cognitive processes and initiat-
ing immediate responses. Today, however, we generally have the 
time to obtain information, analyze risks and develop a reasoned 
response. Yet we still seem to let our innate reactive-mode over-
ride our cognitive thinking. 

Many factors impair our ability to develop an accurate assess-
ment of risks. Chief among these are heuristics and biases, which 
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can overtake reasoned analyses and decisions. 
Heuristics are practical problem-solving methods 
that serve as shortcuts in our cognitive thinking, 
influenced by our life experiences. Heuristics are 
important to consider because they may cause 
us to arrive at erroneous conclusions. Instead of 
stepping from A to B to C to D, heuristics allow us 
to jump directly from A to D. If the current situa-
tion is aligned to the foundation of our heuristic, 
this is good because the heuristic saves us time. 
However, if information in steps B or C indicate 
a different path, jumping from A to D can result 
in a completely different and wrong conclusion.

Biases impact heuristic thought processes 
and have a major impact on how we identify, 
analyze and evaluate risks. Important biases in 
risk perception include:

Anchoring bias. Our thinking is influenced by 
the first relevant data point we encounter when 
considering any situation. For example, if we 
are purchasing a used vehicle, the first person 
to offer a price establishes a range of reasonable 
prices in everyone’s minds, anchored around the 
first stated value.

Availability bias. People tend to make judge-
ments and decisions based on new, recent or 
dramatic information. Our memories fade quickly 
and the significance of what happened two years 
ago pales in contrast with what we read in daily—
or hourly—news feeds. In our always-on social 
media lives, the dual effect of availability and anchoring poses a 
dangerous combination. Early reports of events can be fraught with 
inaccuracies, which are generally corrected later. The anchoring 
effect of the early news, however, can overpower the later, accu-
rate—and perhaps less dramatic—information.

Confirmation bias. People also tend to believe information that 
supports our position or preconceptions and discount other data, 
regardless of how accurate or relevant it is. In his book The Black 
Swan, Nassim Nicholas Taleb noted, “We will tend to more easily 
remember those facts from our past that fit a narrative, while we 
tend to neglect others that do not appear to play a causal role.”

Conservatism bias. Unlike the availability bias, we may also tend 
to discount new data or evidence in favor of knowledge we have 
obtained over time. Consumer companies, for example, are often 
slow to recognize and adapt to changing consumer preferences.

Information bias. Many individuals and organizations seek 
more and more information about a situation even though the addi-
tional information will not affect decisions on how to act or react. 

Other Factors Influencing Risk Perception
In addition to biases, a number of other factors also affect the way 
we perceive and deal with risks. One of the most important is expe-
rience and familiarity. If we do not have first-hand knowledge of 
a risk, we tend to discount both the likelihood that it will materi-

alize and its possible consequences. This factor 
is two-sided: On one hand, having direct expe-
rience with a risk makes it seem more likely; 
on the other hand, constant exposure to a risk 
makes it so familiar that we often discount the 
consequences, perhaps because we have adapted 
to living with it.

Another factor is time relevancy. We tend 
to magnify the importance of risks that have 
occurred recently, compared to risks that have 
not occurred for some time. For example, after 
the September 11 terrorist attacks, aviation safety 
and security was paramount, and significant 
measures were implemented to secure air travel 
that remain in place to this day. Terrorists are just 
as likely, if not more so, to attack other modes of 
transportation or public gathering locations such 
as shopping malls and sports venues, however.

Control also impacts risk perception. People 
tend to discount risks if they feel in control of 
the situations exposing them to those risks. As 
David Ropeik points out in his book How Risky 
Is It, Really?, we believe that it is safer to drive 

than fly to a distant location, yet statistics show it is much more 
likely for a traveler to die in a traffic accident. A similar situation 
exists for the risk of being distracted using a mobile phone while 
driving: Hands-free technology is considered a viable risk reduc-
tion technique because the driver does not hold a physical handset 
while driving, yet research indicates that the real risk is the mental 
distraction of talking with someone and processing information 
not relevant to operating a vehicle.

Putting a face to a risk and its consequence also has an outsized 
effect on perception of a risk. Notice how the American Society for 
the Prevention of Cruelty to Animals (ASPCA) and humanitarian 
aid organizations use this to influence our contributions. Heart-
wrenching images of neglected animals and malnourished chil-
dren stir our emotions and drive us to donate.

Weighing downside risks versus benefits is another impor-
tant consideration. When looking at the pros and cons of a deci-
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sion and considering the risks, people often discount downside 
risk consequences in inverse proportion to the perceived upsides 
or benefits. The greater the upside, the more they discount the 
likelihood that the downside risk will occur. This phenomenon is 
evidenced in many failed acquisitions where the expected bene-
fits never materialize.

Risks like automobile accidents and workplace safety incidents 
have rich historical data sets that lend themselves to mathemati-
cal modeling and projections of future occurrences. Advanced soft-
ware can perform sophisticated calculations to estimate the “level 
of risk” based on likelihood and consequence curves. However, for 
many business-level risks, scant data exists to determine curves 
that realistically model likelihood and consequence. Yet many exec-
utives rely on calculated “value-at-risk” figures to make strategic 
and tactical business decisions. Running thousands of calculations 
using Monte Carlo techniques implies accuracy and validity, yet 
the inputs used for likelihood and consequence can be unrealistic. 

Techniques to Compensate
Despite the seemingly insurmountable challenges to determine an 
accurate accounting of risks and risk levels, there are some rela-
tively simple techniques that can be used to provide a counterbal-
ance. Remember that risk management is a journey, and programs 
should improve over time. Incorporating one or more of the follow-
ing techniques will help move toward more accurate risk identifi-
cation, analysis and evaluation.

Use calibration exercises. In his book The Failure of Risk 
Management, Douglas Hubbard discusses using calibration exer-
cises prior to a risk identification session to guide individuals’ 
estimates of risk likelihood and consequence. People are generally 
overconfident in their abilities, and calibration exercises provide 
a dose of reality. Subsequent risk identification and analyses are 
usually more realistic and accurate following calibration sessions. 

Adjust likelihood and consequence scales. Many risk manage-
ment programs determine risk levels by combining estimates of 
likelihood of occurrence and magnitude of consequence. Simple 
techniques like adding or multiplying the ratings together are often 
used, and then a scheme is derived to decide thresholds for risk 
significance. An observed shortcoming of this approach is that 
low-likelihood but high-consequence risks are overlooked. Yet it is 
precisely these risks that significantly harm organizations. A useful 
counterbalance is to place more weight on the consequence scale 
compared to the likelihood scale to maintain the visibility of lower-
likelihood but higher-consequence risks.

Ask the same question multiple ways. As discussed earlier, 
heuristics and biases impact the way we perceive risks and risk 
levels. Our thought processes are affected by the wording and 
presentation of a question or scenario. Employing a technique 
that solicits information about potential risks using differing 
language or contexts can help detect variances in risk perception 
and guide follow-up work to determine more accurate informa-
tion. Well-constructed risk surveys often employ this technique 
to great advantage.

Ask the same question of multiple people. Similar to asking 

the same question multiple ways, presenting questions to multiple 
people highlights disparities in risk perception. Risk surveys can 
be sent to multiple people from different parts of an organization 
and the results analyzed to detect wide variances in risk perception. 
For example, higher up the leadership chain, views of risks tend to 
focus on longer-term strategic risks, while those in the lower- to 
mid-levels focus on more operational and tactical risks. Similarly, 
individuals in different functional areas will frequently view risks 
and risk levels differently based on their individual heuristics and 
biases. This does not mean one is right and the other wrong. Rather, 
it highlights the necessity and usefulness of considering multiple 
factors in identifying significant risks.

Ask the same question at different times. Current events and 
work issues affect thought processes. If a risk survey or other risk 
identification process is conducted at roughly the same time every 
year, results will skew risks to those that are most front-of-mind at 
that time. For example, if risk assessments are conducted around 
strategic planning time, longer-term strategic risks will appear more 
important. If assessments are conducted during heavy manufactur-
ing periods, such as an inventory build-up for holiday sales, manu-
facturing capacity and supply chain risks will seem more important. 
To counter these tendencies, conduct risk assessments at varying 
times during the year.

Ensure the risk management process is continuous. Risks are 
dynamic and a risk management program should be as well. Build-
ing on the technique above, multiple risk identification processes 
and frequencies should be used and should be time-independent. 
Emerging risks do not wait for regularly scheduled risk assess-
ment workshops. Use multiple risk sensing platforms to identify 
new risks and detect the onset of a known risk. Well-defined risk 
indicators accompanied by robust data acquisition and analytics 
are useful for this purpose. Every organization has a unique oper-
ating structure and rhythm, and risk management processes bene-
fit by aligning to these. Maintaining a real-time or near-time focus 
on risks and risk treatment helps limit the potential that a critical 
risk is missed or not addressed.

Use technology to help. Technology solutions are valuable in 
managing risk information, acquiring and analyzing risk data, and 
automating information flows and decisions. A key benefit is the 
ability to remove psychological and emotional influences in process-
ing risk data. Advances in artificial intelligence and data analytics 
can provide cost effective and valuable insight into risk environ-
ments and emerging risks. And risk management software plat-
forms can aggregate risks, automate risk assessments, and track 
risk treatment actions.

Developing, implementing and evolving a risk management 
program is challenging at best. Psychological influences on risk 
perception can negatively impact the validity and focus of risk 
mitigation measures included in a program. Understanding these 
influences and integrating methods to compensate for them can 
substantially improve the effectiveness and value of any risk manage-
ment initiative. 

John J. Brown is managing consultant of enterprise risk management solu-
tions at Guidehouse.
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 How to Measure   
 Risk Capacity for
 Strategic Initiatives
By Johan Nystedt Enterprise risk management is evolving into holistic risk portfolio 

management. This means eliminating unwanted risks to create room for 
smart risk-taking on high-return strategic business initiatives. Managing 
risk on a holistic level poses challenging questions, including:

 ● What is our organization’s risk capacity?
 ● How do we assess how much aggregate risk-taking is prudent?
 ● What if our risk tolerance requires a cash buffer for unexpected  

cash flow surprises?
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STEP 3: Build the base case scenario and evaluate  strategic 
initiatives

Having identified critical financial metrics and related 
thresholds and having estimated future reasonable fluctua-
tions around projections of these metrics, we can now build 
the base case stochastic model of our business results. This 
stochastic model leverages our estimated variability of future 
financial metrics, thus providing reasonable distributions of 
future results around the conventional “point estimations” of 
projections. This base case represents the business as is (i.e., 
without accounting for contemplated strategic initiatives).

 We can construct our base case stochastic model by apply-
ing estimated fluctuations to financial projections. This is 
done to assess the likelihood of complying with the previ-
ously identified thresholds. Building on this base case, we 
can evaluate various, perhaps competing, strategic initia-
tives, such as M&A or business transformations, by overlay-
ing scenarios on top of the previously discussed base case.

This is a valuable tool for CEOs and CFOs seeking to better 
deal with M&A auctions, where potential acquirers often 
must act extremely quickly to provide new bids for in-play 
companies. Thus, the likelihood of the so-called “winner’s 
curse” can be reduced. Instead, informed decision-making in 
time-sensitive situations relieves stress on decision-makers.

CREATING RISK CAPACITY  
FOR STRATEGIC INITIATIVES
When there is time to plan for strategic initiatives, multiple 
contingency scenarios can be built on top of the base case 
scenario to offer insights into what mitigating actions provide 
sufficient risk capacity room for strategic initiatives. Thus, if 
we do not like the odds, we can proactively free up room by 
eliminating existing risks. This is the essence of  holistic risk 
management—looking at risk holistically across the organi-
zation and looking at the portfolio of risk as a whole.

The key here is to identify undercompensated risks that are 
not part of our core business to be eliminated. Foreign exchange 
and commodity exposure are frequent examples of risks that 
are non-core to most non-financial companies. Whereas such 
risks may be non-core to you, they may well be core to financial 
market players, and can thus be mitigated at low frictional costs.

After identifying risks to be eliminated, you can reassess 
the likely threshold compliance proforma for the subtraction 
of the unwanted risk. To account for unknown or unmodeled 
risks, or when risk tolerance concerns demand a more conser-
vative approach to estimating risks, it is common to add a 
dollar risk buffer into the modeling. For instance, a company 
may want all scenario likelihood calculations to allow for an 
extra $100 million surprise cash flow shortfall to compensate 
for unknown risk factors. This can be built into the model as 
an overlay scenario.

The answers to these questions depend on understanding 
your organization’s risk capacity and risk tolerance.

A TOP-DOWN APPROACH TO ESTIMATING 
RISK CAPACITY
Estimating your company’s risk capacity does not have to be a 
daunting exercise. The principles are fairly straight-forward. It 
is often better to keep the analysis relatively quick and simple, 
versus engaging in overly complex approaches that take a long 
time to develop and may thus be irrelevant by the time an 
initiative is launched. Also, understanding the relative value 
of competing initiatives may often be more relevant to deci-
sion-making than focusing on the precise valuation of each 
initiative by itself.

STEP 1: Identify critical financial metrics thresholds
An organization’s risk capacity is typically constrained by 

specific thresholds, such as commitments to minimum corpo-
rate credit ratings or compliance with financial debt covenants. 
The objective is to identify and determine such critical thresh-
olds, typically over the medium-term horizon (e.g., maximum 
financial leverage for each of the next eight quarters).

For example, credit rating agencies provide issuer-specific 
reports that illustrate what financial metrics would put upward 
or downward pressure on assigned credit ratings. For a company 
that is determined to stay within specific credit ratings or cate-
gories, such as investment grade (defined as Baa3/BBB- or 
better), the minimum threshold would be defined as the finan-
cial metrics that correspond to such minimum ratings. Two 
common financial metrics in this context are leverage ratios 
and coverage ratios, which are based on debt, EBITDA and 
interest rate expense.

STEP 2: Determine historical financial metrics fluctuations
Once critical financial metrics have been determined, the 

next step is to estimate future uncertainties in projections for 
these metrics (referred to as “fluctuations”). One common 
approach to estimate future expected fluctuations is to measure 
the variability in historical financial statement data.

For example, let’s say that debt and EBITDA represent the 
most applicable financial metrics to stay within an identified 
critical leverage threshold. To assess the likelihood that we 
comfortably reside within such a leverage threshold, we need to 
determine reasonable fluctuations of debt and EBITDA over the 
forecasting horizon. Historic fluctuations in debt and EBITDA 
would be a starting point to estimate future variability in such 
financial metrics. When performing this historical analysis of 
past variability, companies often chose to “adjust” historic data 
to eliminate the effect of impacts that are unlikely to have any 
bearing on future results. This includes one-time items or outlier 
events that are stripped out of reported financials to improve 
the relevance for forecasting future fluctuations. 
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The table above shows a framework that can be used to 
conceptualize what type of actions to be considered for each 
risk type in an organization’s risk portfolio. For example, for a 
risk that is both a strategic fit (top row) and provides a high 
return (right column), the focus is to amplify good risk taking 
in pursuit of return. If the opposite is true, we would seek to 
reduce risk taking in this category to free up risk capacity to 
make room for better endeavors.

In summary, by measuring an organization’s base case risk 
capacity, and adding scenarios for strategic initiatives, we can 

take smart risks while staying within our risk tolerance limits. 
When risk capacity space is not available, we can add room 
by eliminating or mitigating risks. The resulting adjusted risk 
portfolio may be conducive for prudent strategic risk taking in 
pursuit of risk-adjusted returns. 

Johan Nystedt is president and founder of Nystedt Enterprise 
Solutions LLC, and has managed risk for many companies including 
Conagra Brands (as the chief risk officer), Levi Strauss, RR Donnelley 
and Kraft Foods.

LOW RETURN RISK

Strategic Fit /
Core to Business

Business/initiative
risk categories

No Strategic Fit /
Not Core to Business

HIGH RETURN RISK

Deploy risk management 
action plans for risk-aware 
return enhancement

(cost containment, 
organize for growth)

Mitigate/hedge and sell 
undercompensated risks to 
free-up risk capacity

(FX/commodity hedging, 
pension de-risking, divestiture)

Amplify risk-taking in 
pursuit of return

(M&A, new plant 
capacity investments)

Analyze risk fi t within 
portfolio to compare 
strategic transformation 
vs divestiture

(transform into the core, 
opportunistic divestiture)

ACTION PLANS

MITIGATE/DIVEST

AMPLIFY/INVEST

ANALYZE RISK FIT

Table: Matrix showing value-enhancing sample actions by type of business and return
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