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Sarbanes-Oxley Basics for Risk Managers - Controls for TPA
Services

Since 2002, Sarbanes-Oxley compliance activities have been center stage
for large public companies. Risk managers play an important role in
applying these requirements to TPAs. The controls go far beyond the
usual claim file audits, and the payoff is beyond sheer compliance. This
process will benefit your organization by improving claim performance
and data quality and by confirming that your TPA is delivering on
contractual promises. Audit results are particularly useful when you
change TPAs and want to monitor differences in reserving and payment
patterns.

What is Sarbanes-Oxley?

Passed by Congress in 2002 as a result of high-profile business scandals, including the
bankruptcies of Enron and WorldCom, the Sarbanes-Oxley Act establishes many new
requirements for public companies’ managers and independent auditors. In effect, it
requires that public company managements be confident — and certify to the SEC —
that their financial statements are accurate and complete; and further, that the
company’s processes and procedures for assuring accurate financial reporting are both
sound and operating properly. The company’s independent auditors must not only
certify the company’s annual financial statements, but also attest to the quality and
completeness of management’s report on internal financial controls.

Risk Management Audit of TPA Services

When outside service organizations are responsible for “significant™ financial
transactions on behalf of the company, company management must determine whether
both internal controls and the service
organization’s controls are adequate to
assure accurate financial reporting.

Risk managers employ third party claims
administrators (TPAs) for their flexibility,
professionalism and cost effectiveness. In
particular, alternative risk financing options,
including self-insurance, large deductibles,
captives, retrospective and association
programs, often use TPAs.

Because a TPA makes claim payments on
behalf of its clients, risk management
departments must assess and monitor the
financial controls in place both internally and
at the TPA for accurate claim payments, fees, discounts, and other charges and
credits. The amount of payment activity compared to TPA fees varies with the line of
business, but often a TPA is processing payments twenty times greater than its fees.

-

There are five key steps involved in a TPA financial controls audit:

1. Review TPA contracts, special account instructions, written “best practices” and all
other relevant documents, and list all elements relating to specific performance
measurements, fees, discounts, payment handling, invoicing and controls.

2. Obtain a SAS 70 Type Il ? service auditor's report from the TPA, evaluate for
completeness, and note any deficiencies in key controls involving the services
provided to the company.

3. Perform tests of controls at the TPA site(s). At a minimum, discrepancies identified
in the SAS 70 should be retested; if the TPA's SAS 70 Type Il is out of date,
qualified by the auditor or nonexistent, then direct testing of controls at the TPA
needs to be much broader in scope.
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Known transaction errors identified by the company in the previous 12 months
should also receive scrutiny. Special attention must be devoted to manual BENRFEVNEERST[aliile=1g =101 {alo fI0A= a1
processes, including claim intake and coding bills to specific clients and claims, to B o AT Mgt adale B A= 1
be sure errors are found and corrected systematically. on behalf of its clients. You can

4. Assess the design of company internal financial controls over the TPA's RCEQEEIVRESINERGER{IRCCT)
transactions (“user controls”). This is particularly important where the TPA's REEIUURIIREEERTNCEWE: Iy
controls are found to be flawed or inadequate. TPA dispenses $1,000,000 on your

5. Test internal financial controls. As in #3 above, particular attention should be RESIEURZEIRGIENCERRUERAIIEE

directed to manual processes. described here are not a ‘nice to

e . . . . . ) have’ but a ‘must-have’ requirement.
Auditing financial controls involves examining both design and testing issues. Design

issues include such elements as:
e Alignment between the control and the business risks identified. For example,
does an input system for medical bills automatically prevent duplicates from being
entered?
e Frequency with which the controls are applied. Will the controls detect or prevent
the risks identified on a timely basis?
o Knowledge and experience of the people involved in performing |
control activities. |
e Segregation of duties relevant to the process being controlled.
e Processes and procedures to address exceptions that result from TPA
the control activity.
e Reliability of the information used in the performance of the conftract...
control.

Testing issues include standard accounting and statistical elements,
including determining sample size, creating test data, developing test
plans and procedures, and identifying and classifying exceptions.

Controls found to be inadequate must be categorized as “deficient,”
“significantly deficient,” or exhibiting a “material weakness,”
depending upon the seriousness of the deficiency and the sums at
risk relative to the overall impact on the company. Deficient controls \
must be redesigned, installed and retested often until they prove
effective.

Ongoing Monitoring of TPA and User Controls
To assure continuing credibility of financial controls, risk management departments
should adopt plans and procedures to periodically test all controls identified through
an initial audit. Some examples of continuous monitoring include:
e  Input/Output comparison — Transaction information provided by the company FREEERIECTNE e
to the TPA (such as social security numbers of claimants) should be compared Ak UIC LU YR 2
to the information in the TPA’s system on a regular basis, so keying errors may S O el WSO 7
! an amount, whether as a single
be found and C(_)rre_Cted' o o ) transaction or in the aggregate, that if
e Performance indicators — All specific performance measures specified in BRI NN ole Il VA DR (21
contracts, special instructions and written “best practices” should be checked for B ENERlRE N EERS E = = g lR R o)
compliance quarterly, or as often as necessary, to assure timely corrective o=l RV N[N Rig[V]g] o Ho0[eNe[o[0]
action. This will require reconciliation of payment transactions and claim records UelEReCREEVRTREN R EET

to insure the accuracy of loss runs provided for financial and actuarial WSSEUIIEWSEIRENSTIERAVNEERIE
applications. 2. A SAS 70 Type Il report summarizes

. . an outside auditor’s assessment of both
e Process controls — User controls should be set up to review and reconcile TPA the design and the operation of a service

invoices and analyze discounts, fees, and special charges so that all such organization’s process controls. To be
charges may be compared to contractual requirements (for example, medical re- BTSRRI R TR R L
pricing savings), screened for duplicates and confirmed as correct. processes and controls that are relevant
e Fraud detection — Periodic analysis of large payees, identification of “repeat” RRERIREVIVReI(sElvAlloly e[ IR
claimants and other measures necessary to uncover improper payments.

Conclusion
The Sarbanes-Oxley Act affects large public companies and all of their important
operations. Because of the specialized risks and systems involved with TPAs, risk
management departments should take a lead role in assessing controls and setting [ NeR = lele]ta TR i=1=te o1 To Qo AR IAT S
up ongoing monitoring. Risk management departments are R STRETle RTTe (s S lo g Re Lo TR (o)
much more knowledgeable about TPA processes than internal = BETETEN o[ [=111 SRR o] R=tale Nelola = n

Riskand
hﬂg% or independent auditors and can apply their expertise to EEERTRNC N Ne = (e Ro Mr-(oF
Society, Inc.’ produce superior results.



