Excerpt from the Economist Intelligent Unit
2010 research report “Fall guys
risk management in the front line”:

Strategic risks—those that pose a threat to
a company’s ability to set and execute its
overall strategy—dominate the list of
concerns for many companies. Asked about
the key risks that they will face over the
next 12 months, survey respondents point
to weak demand as the most worrying
threat. Other important issues that keep
them awake at night include instability in
one of their major markets and financial
market volatility. These strategic risks can
make the difference between survival and
extinction but, in many cases, companies
do not have a structured framework for
identifying or mitigating them. This is not
to say that strategic risks are being
ighored—indeed, most board members
and executive directors would see this as a
fundamental part of their role. But often,
these discussions are being held without a
formal, structured process for gathering,
aggregating and analysing risk information.
And without this input, boards may not be
making decisions from a position of full
knowledge and understanding.

Respondents to our survey recognise the
importance of strategic risk management,
but the complexity of the task appears to
prevent them from addressing it in a formal
way. When asked about the main
objectives of the risk management
function, respondents point to the
identification of new and emerging risks as
the most important goal. And yet, when
asked to rate their company’s effectiveness
at different aspects of risk management,
respondents see the identification of new
and emerging risks as one of their biggest
weaknesses. Equally, just 46% think that
their company is effective at linking risk
management with overall corporate

strategy.
©2010 EIU
Reprinted by permission
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Why Strategic Risk Management?

A few years ago, the RIMS Board of Directors identified strategic risk
management as an emerging practice, viewing it as the next step in
the evolution of enterprise risk management. It commissioned an
external study in 2009 that came to similar conclusions:

e  Concepts are immature, but developing

e less consideration for the potential upside risks in actual practice

e Organizations are seeking direction from a global leading authority
that can provide services in these evolving practices

While a number of organizations already have embraced strategic risk
management as an integral part of their respective enterprise risk
management practices, others are developing or practicing strategic
risk management as a focused discipline outside of a formal
enterprise-wide risk management effort. RIMS intends to be the
leading global authority on strategic risk management, whether an
organization chooses to make it part of its enterprise risk management
practices or focus its risk practices on strategy separately.

Recognizing that strategic risk management is an evolving practice,
RIMS formed a Strategic Risk Management Development Council to
complement the strong work of its ERM Committee in this focused
area. This advisory council is comprised of strategic and enterprise risk
management practitioners as well as a published academic on the
topic. By using common board and staff liaisons, as well as including a
member liaison from the ERM Committee, the board sought to secure
a solid directional link for RIMS.

In creating the council, RIMS emphasized that SRM is not meant to
supplant ERM, nor is this focus on SRM intended to create a new risk
management silo. Indeed, we envision the convergence of ERM and
SRM as more organizations formally adopt enterprise risk
management. That said, RIMS recognizes that each organization
determines what it needs from risk management and that strategy is
driven by executive management, primarily through strategic
planners. As such, RIMS — in meeting its mission for advancing the risk
management discipline — is ready to serve those respective needs.

The following paper is intended to provide the necessary context for
two important definitions: enterprise risk management and strategic
risk management.

isk and Insurance Management Society, Inc. All rights reserved. 1



ARIMS

What is ERM?

Enterprise risk management (ERM) is a strategic business discipline that supports the achievement of an
organization’s objectives by addressing the full spectrum of its risks and managing the combined impact
of those risks as an interrelated risk portfolio.

Along with other principles, ERM encompasses all areas of organizational exposure to risk (including
strategic) and seeks to embed risk management as a component in all critical decisions throughout the
organization.!
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As described in RIMS Executive Report, “The 2008 Financial Crisis, A Wake-up Call for Enterprise Risk
Management,” all organizations practice risk management in multiple forms, depending on the
exposure being addressed. As such, along with financial risk management, we have witnessed the
emergence of terms such as IT risk management, operational risk management and supply chain risk
management, to name a few. Regardless of focus, risk management is practiced in some form in most
organizations.

While some or all of these practices arguably may — and ideally should — be part of a larger enterprise
risk management umbrella, not all organizations have embraced the scope of enterprise risk
management. Certain organizations do not have an enterprise risk management program nor do they
intend to look into one. In such cases, specifically focused risk management practices are important to
the organizations in which they are practiced. Other organizations may choose to initiate an enterprise
risk management approach from one of the focused areas where risk management practices have
matured, or by integrating the more mature focused areas to achieve an interrelated portfolio view.
Strategic risk management may make sense as a starting point for an enterprise approach given the
visibility risk management has gained at the board level.

! The other principles included in the RIMS ERM definition are:

. Prioritizes and manages those exposures as an interrelated risk portfolio rather than as individual “silos”

. Evaluates the risk portfolio in the context of all significant internal and external environments, systems, circumstances,
and stakeholders

. Recognizes that individual risks across the organization are interrelated and can create a combined exposure that
differs from the sum of the individual risks

. Provides a structured process for the management of all risks, whether those risks are primarily quantitative or
qualitative in nature

. Views the effective management of risk as a competitive advantage

© 2011 Risk and Insurance Management Society, Inc. All rights reserved. 2



ARIMS

What is SRM?

Specifically focused, strategic risk management (SRM) is a business discipline that drives deliberation
and action regarding uncertainties and untapped opportunities that affect an organization’s strategy
and strategic execution.

Strategic risk management, whether alone or integrated in an ERM program context, can potentially
identify situations in which risk can be a competitive advantage instead of only a threat to the strategic
plan. SRM encompasses the interdisciplinary intersection of strategic planning, risk management and
strategy execution in managing risks and seizing opportunities, not only for protection against losses,
but for reducing uncertainties and seizing opportunities, thus enabling better performance in achieving
the organization’s objectives and greater resilience in an uncertain environment.
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Through the work of the council, RIMS identified ten specific guiding principles important to strategic
risk management for strategic decision-making which are more fully described in other RIMS
documents:

e Value-driven

e Reflective

e Structured

e Informed

e Dynamic

e Process-based

e Condition-based
e Consequential
e Interdisciplinary
e Scenario-driven
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Frequently Asked Questions

Q1.

Q2.

Isn’t SRM part of ERM already?

It depends on whether the management of strategic risks is included in the scope and design of
ERM. While many organizations do include strategic risks in their respective ERM risk registers,
these risks may not be integrated fully into the strategic planning process where decisions on value
creation as well as value protection are being made.

Senior management teams may not have embraced strategic risk management as a vital component
of enterprise risk management. This limits awareness of ERM’s structured discipline and enabling
capabilities to help the organization manage the risks most directly related to achievement of the
organization’s objectives. Furthermore, without a disciplined strategic risk assessment, risks arising
from the plans to meet the objectives may be overlooked.

We already have a process for developing strategy and risk considerations are part of that process. Isn’t that
enough?

SRM provides a systematic framework and process to address the uncertainties defined at the
outset of strategy-setting. For example, the identification of threats and opportunities in a SWOT
analysis may be quite similar to the initial identification approach used in SRM. However the SWOT
process does not involve systematic prioritization — or the explicit handling — of the identified
threats and opportunities in relation to the organizational strengths and weaknesses. A SWOT
analysis generally assumes that this activity is being done in the subsequent operational strategy
execution planning process.

There remains a development need for practical risk management applications in reducing
uncertainty in strategy-setting as well as strategy execution. Formal risk assessments may be made
at different points along the value chain. However, the methods and processes for aggregating and
analyzing these strategic risks within an organization’s appetite and tolerance for risk against the
expected reward outcome are in limited use. The value-driven risk management techniques most
useful in a strategic setting are different from those that may be used currently in strategic planning,
in ERM or, for that matter, in strategic decision-making outside of the formal strategic planning
process.

While many strategy defining processes do embed risk and opportunity identification, few have
included systematic or even explicit handling of the identified uncertainties, such as “cut-off” limits
based on early warning measures. Furthermore, by applying a consistent SRM framework and
process, organizations can gain an advantage by monitoring the consolidated uncertainty exposure
of the strategic portfolio — which is not the case if each strategy is defined separately.

Finally, for an organization that has defined its strategic risk appetite, the consolidated measure of
exposure can be compared to the risk appetite. This supports deliberations as to whether the
proposed strategy portfolio is in fact more ambitious than “allowed” within the appetite, or not
ambitious enough — enabling the organization to pursue even higher targets.

© 2011 Risk and Insurance Management Society, Inc. All rights reserved. 4



Q3.

Q4.

JRIMS

How are SRM methods and techniques different from those used in ERM?

Overall, they are closely related, particularly in the process used. However, the emphasis is different
as the level of insight and certainty differ considerably between current operational and future
strategic uncertainties.

ERM risk assessment methodologies used in many organizations focus on certain elements of risk:
primarily relative impact (however defined internally) and probability (or frequency/likelihood) of
occurrence, frequently focused on the present day or over a relatively short time horizon. Other
elements that may be taken into consideration are speed to onset (also referenced as velocity or
immediacy), impact to reputation, and impact to various stakeholders outside of the organization.
ERM identification and analysis methodologies tend to focus on events, rather than trends, and may
rely heavily on historical data, which may or may not be predictive of future conditions.
Organizations apply varying levels of qualitative and quantitative techniques in risk evaluation.
Monitoring and measuring methods focus on risk and performance indicators related to
management of key risks. These risk-based and event-driven techniques may be limiting in strategic
planning where the focus tends to be more trend-driven while considering potential future events.

SRM methods and techniques focus primarily on uncertainty from a relevance and importance
perspective in achieving strategic objectives. The assessment elements may also include timing,
impact to reputation and impact to various stakeholders, but usually with less emphasis on relative
impact and/or likelihood. The methods and techniques are forward looking over the strategic
planning time horizon, use scenario planning and stress testing not as predictors but for alternate
strategy planning purposes, incorporate emerging and dynamic risks as considerations, integrate
change management for effective response to changing conditions, and are strongly linked to
planning, allocation and management of capital and funding needs. Metrics and monitoring
methods generally are linked to 1) risk/reward outcomes within a defined risk appetite framework
and 2) performance, focusing on deviations from expected performance outcomes.

While many of the risk assessment techniques used in an ERM context can be useful in strategic
planning and decision-making, different or modified methods and techniques specific to strategy-
setting and execution can be applied.

Why should an organization that has implemented ERM consider an SRM focus? Aren’t the same people
involved?

There are multiple reasons why an organization that has an ERM program may want to include a
specifically focused SRM approach within its ERM framework and practice.

First, successful achievement of the organization’s objectives is not considered fully if the ERM
program’s primary focus and contribution are on value protection (that is, mitigation, compliance
and/or control). Value may be untapped and lost if the organization views risk only as an
impediment rather than a potential opportunity.

Second, different people within the organization may be accountable for corporate strategy and
execution than those who are responsible for functional day-to-day operations. Decision-makers
and influencers at the strategic level may include a board of directors, trustees, executive
management and others in strategy setting who have a strong focus on emerging and dynamic risks,

© 2011 Risk and Insurance Management Society, Inc. All rights reserved. 5



Q5.

Q6.

Q7.

Qs.

JRIMS

while operational, financial, legal and compliance risks — which may or may not be strategic in
nature — generally are managed at various levels throughout the organization with a primary focus
on known or foreseen risks.

Third, strategic and emerging risks may not find “natural” owners for identification, assessment,
planning, threshold alerts and monitoring in current ERM governance structures, although such risks
may affect multiple parts of the organization.

By incorporating a disciplined strategic risk management focus, a more direct connection between
the risks related to the strategy itself and its execution is achieved. Furthermore, a strategic risk
management focus is more likely to reframe risks as potential opportunities.

Risk practitioners, who support and drive a strong risk management process throughout an
organization, provide the common discipline for SRM as well as ERM.

What are the similarities between ERM and SRM?

ERM and SRM are similar in that both evaluate risk in the context of significant internal and external
environments and stakeholders. Both provide a structured framework and process, although
methods and techniques may differ. Both seek to embed risk management as a critical component
in decision-making. In fact, these similarities highlight the benefits of merging SRM into the ERM
program and broadening the scope of ERM to include the strategy development process — even
when response measures may differ from those applied in traditional ERM.

Can SRM be implemented if ERM has not been implemented or has not met expectations?

Yes, strategic risk management can be implemented as a focused discipline in strategic planning,
without having an enterprise risk management program in place. On the other hand, a number of
organizations are initially testing or re-evaluating ERM by taking a strategic risk management focus
to demonstrate the value of risk management in decision-making for achieving organizational
objectives.

What is the purpose of the SRM principles?

The SRM principles are fundamental characteristics offered for guidance and direction. They are by
no means prescriptive nor are they sequential, but they all are important for a strategic risk
management focus. The degree of relative importance for each of the principles within particular
industries, sectors or organizations is left to individual organizations to decide.

Are the SRM principles only useful to organizations that define strategy well?

No. Effective use of the SRM principles actually may help an organization to define its strategy with
more clarity, as the discipline drives deeper consideration of the unintended consequences and
potential exposures arising from and created by operational plans designed to execute the chosen
strategy. Evaluation of significant internal and external conditions, such as organizational
capabilities, environments, forces, events, trends and stakeholders — if not already included in the
strategy itself —in fact may lead to different and potentially more value-producing strategies.
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Q9. How would an organization use the SRM principles?

For organizations that formally have integrated risk management into strategic planning and
execution already, the principles may serve to validate what is already being practiced, or to identify
characteristics that currently are not being embraced by the organization.

For organizations planning to integrate risk management into strategic planning and execution, the
principles may serve as guidance as to the characteristics needed for effective implementation and
practice.

For organizations that have not considered integrating risk management into strategic planning and
execution, the principles may serve as conversation-starters for enhancing the organization’s
current approach in order to link risk management with its corporate strategy more effectively.

Q10. How is SRM related to operational risk management?

Operational risk management generally focuses internally on the risks inherent in or arising from the
organization’s operations, such as people, processes and technology. It may also consider external
events, external resources and regulatory compliance but only to the extent such events might
affect operations, and not necessarily the overall strategy.

As noted earlier, SRM specifically focuses on trends, future events and circumstances not only as
threats but as untapped opportunities in strategic design, while considering the allocated resources
needed to execute the adaptive strategy. While corporate strategies usually are set at an executive
level, strategy execution occurs at the operational level. The relationship between strategic and
operational risk management is the link between design and implementation. The stronger the link,
the more successful the strategy can be. In addition, the link addresses the stakeholder, board and
executive management desire for more effective risk management in strategic and operational
decision-making.

Q11. Who should be involved in SRM and how can it be implemented?

Since this is an emerging practice, the “who” and “how” of SRM are still being defined. As with ERM,
collaboration among the various internal stakeholders is required to advance the organizational
objectives.
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